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m Distributed Systems in the News

m Distributed Management and Retrieval of Data
® Fundamentals of Distributed Hash Tables

® DHT Mechanisms and Interfaces

m Kademlia
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Goals

®m | know the three strategies to locate data in a decentralized system
m | know the advantages, disadvantages, and overhead for those strategies
® | know how a DHT operates

®m | know the routing mechanism of Kademlia, its advantages and disadvantages
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Transparency

m Distributed system should hide its
distributed nature

Access transparency - users should access
resources in a single, uniform way

Location transparency — users should not be
aware of the physical location

Migration, relocation transparency — users
should not be aware, that resource have
moved

Replication transparency — users should not
be aware about replicas, it should appear as
a single resource

Concurrent transparency — users should not
be aware of other users

Failure transparency — users should be aware

of recovery mechanisms

Security transparency — users should be
minimally aware of security mechanisms

| want the data D
item, where can
| find it?
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Distributed Management and Retrieval of Data

®m Essential challenge in (most) Peer-to-Peer systems?

Location of a data item among systems distributed

Where shall the item be stored?
How does a requester find the actual location of an item?

Scalability: keep the complexity for communication and storage scalable
Robustness and resilience in case of faults and frequent changes

Data Item D
! have a data ’ o k | want the data D
item D, where I = item, where can

to place it? | find it?
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Comparison of Strategies for Data Retrieval

B Strategies to store and retrieve data items in distributed systems

Central server
Flooding search
Distributed indexing

Data ltem D
! have a data ’ o > | want the data D
item D, where Vs item, where can
to place it? | find it?
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Central Server

m Simple strategy: Central Server

Server stores information about locations

® Node A (provider) tells server that it stores item D

@ Node B (requester) asks server S for the location
of D

® Server S tells B that node A stores item D “A stores D”

@ Node B requests item D from node A /@ %r S

——
———-
-
-

-

| have a data Node B
item D, where (VYo ;A\__»—--E); ~~~~~ ‘
to place it? stores |

~~
=~ o~

-~

S~a ==

- -
- -

-

[ HSR

HOCHSCHULE FUR TECHNIK
. - RAPPERSWIL

FHO Fachhochschule Ostschweiz



Approach I: Central Server (2)

m Advantages

Search complexity of O(1) — ‘just ask the server”
Complex and fuzzy queries are possible

OLTP_RW_10M_1tab on 4 x 18 cores Intel Xeon E7-8890 processors
median of 3 5-minute runs with shared_buffers = 32GB, max_connections = 300
vs sb_OLTP_RW_1M_8tab-ps Max-QPS @72cores-HT (https://goo.gl/lqV73m)
45000 ‘ - ‘ T

Slmple and fast 40000}
® Problems
No Scalability

=¥ pgsql-9.6 sync commit |

O(N) node state in server Y/ 2 . MyS0L5.7 et Dt
O(N) network and system load of server ol v MysaLs e sveta |

) . . ) ~ |e=e MySQL-5.7 trx=2 Sveta
Single point of failure or attack (also for lawsuits, or not ;-) % % 1% % 00 250

# Clients

(Single) central server not suitable for systems with massive
numbers of users

Or you scale internally (google, dropbox)

https://www.percona.com/blog/2017/01/06/millions-gqueries-per-second-

[ | But overa", . postaresal-and-mysaql-peaceful-battle-at-modern-demanding-workloads/
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Approach Il: Flooding Search (1)

®m Fully-distributed Approach

Central systems are vulnerable and do not scale

Unstructured Peer-to-Peer systems follow opposite
approach

No information on location of a content

B Retrieval of data

No routing information for content

Necessity to ask as much systems as possible /
necessary
Approaches

Flooding: high traffic load on network, does not scale

Highest degree search: quick search through large areas —
large number of messages needed for unique identification
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Approach Il: Flooding Search (2)

m Fully Decentralized Approach: Flooding @® Node B (requester) asks neighboring nodes

Search for item D

. : : . @-@® Nodes forward request to further nodes
No information about location of data in the (breadth-first search / flooding)

Intermediate systems ® Node A (provider of item D) sends D to
Necessity for broad search requesting node B

| have a data ® B searches D
- —__> '
item D, where
to place it?

® “lhave D 27 . =

-~
-
-
-

“| store D”

Node A
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Motivation Distributed Indexing (1)

B Communication overhead vs. node state

A
O(N) Flooding
c
O
T '% Bottleneck:
O o * Communication
S ~ Overhead
) . -
s S False negatives
e O Bottlenecks:
8 *Memory, CPU, Network
* Availability
O(log N) ?
Scalable sorlm\ Central
between both Server
O(l) extremes?
>
o(1) O(log N) O(N)
Node State
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Motivation Distributed Indexing (2)

B Communication overhead vs. node state

A
e Scalability: O(log N)
O(N -
- ™ Fleggiing * No false negatives
= = Bottleneck: ¢ Resistant against changes
o .
° 8 *Communication » Failures
Sh= Overhead » Short time users
= 2 *False negatives
e O V Bottlenecks:
8 *Memory, CPU, Network
O(log N) Distributed *Availability
J Hash Table
Central
O(1) Server
>
O(1) O(log N) O(N)
Node State
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Distributed Indexing (1)

m Goal is scalable complexity for
Communication effort: O(log(N)) hops
Node state: O(log(N)) routing entries

— —
—— —

!

Routing in O(log(N))
steps to the node
storing the data

lll’ \‘ ,” hY
Loo F008 1622 5o7q /éﬁﬁﬁﬁngi:////,
N T e~ 2207
Hash("data") o emTTI e
= 3107 WA I
! i 2906
L

Nodes store O(log(N))
routing information to
other nodes
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Distributed Indexing (2)

m Approach of distributed indexing
schemes
Data and nodes are mapped into same
address space

nodes maintain routing information to
other nodes

Definitive statement of existence of content

B Problems

Maintenance of routing information
required

Fuzzy queries not primarily supported
(e.g., wildcard searches)

————
-_ ~

Hash("data") i ‘* .
= 3107 209 ."'.BOS 1622 2011
o—7 e
° 3485
—— ._/
\\ ’

-
~
-~ -
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Comparison of Lookup Concepts

Per Node Comr.nunl- Fuzzy No false
System cation . ) Robust-ness
State Queries negatives
Overhead
Central Server O(N) O(1) v v X
Flooding

Search 0(1) O(N) v X v

Distributed
Hash Tablos O(log N) O(log N) % v v
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Fundamentals of Distributed Hash Tables

®m Challenges for designing DHTs m Distributed Hash Table

Desired Characteristics Consistent hashing — nodes responsible for
Reliability / Scalability hash value intervals

Equal distribution of content among nodes More peers = smaller responsible intervals
Crucial for efficient lookup of content ®m Hash Table

Permanen ion to faults, joins, exits of

ngdef ent adaptation to ) ’ Bucket = hash(x) mod n
Assignment of responsibilities to new nodes It n changes, remapping / bucket changes
Re-assignment and re-distribution of N changes if capacity is reached
responsibilities Remapping is expensive in DHT!

in case of node failure or departure
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Distributed Management of Data

m 1. Mapping of nodes and data into same
address space

Peers and content are addressed using flat
identifiers (IDs)

E.g., Address is public key (256bit) or SHA256 of
public key. Content ID = SHA256(content)

Common address space for data and nodes

Nodes are responsible for data in certain parts
of the address space

Association of data to nodes may change
since nodes may disappear

m 2. Storing / Looking up data in the DHT

Search data = first, search for responsible node

Store data = first, search for responsible node
Not necessarily known in advance

Collision attack: same hashes

Good doc

€
-
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Addressing in Distributed Hash Tables

m Step 1: Mapping of content/nodes into linear space

Usually: O, ..., 2™-1 >> number of objects to be stored

Mapping of data and nodes into an address space (with hash function)
E.g., Hash(String) mod 2™: H(,my data“) > 3107

3485 - 611 - 1008 - 1622 - 2011 - 2207- 2906 - (3485 -
610 1007 1621 2010 2206 2905 3484 610)
<::> M\ M\ M\ M\ M\ M\ P
N4 N4 N4 N4 N4 N4
2m-1 0
—
H (Node Y)=3485 Often, the address
space is viewed as
a circle.
—(O- —

Data item:
H(™my data”)=3107 H (Node X)=2906
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Association of Address Space with Nodes

m Each node is responsible for part of the value range
Often with redundancy (overlapping of parts)
Continuous adaptation

Real (underlay) and logical (overlay)
topology are (mostly) uncorrelated

Node 3485 is responsible
for data items in range
2907 to 3485

in case of a Chord-DHT)

Logical view of the
Distributed Hash Table

Mapping on the
real topology
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Routing to a Data Item

®m Step 2: Locating the data / Routing to a K/V-pair
Start lookup at arbitrary node of DHT
Routing to requested data item (key)

—— —
— ‘-.-’

Hash("data") yd ‘3’ o
= 3107 /1008 1622 o071
e~ ST} 2207
! e NS Node 3485 manages
! Ve ™S keys 2907-3485,
611 v 2906
o— 3485 -
———————— e \ _— 1
sty (10, por)
H_/
M OHSR Value = pointer to location of
|

data



Routing to a Data Item

m Getting the content

K/V-pair is delivered to requester

Hash("data")

= 3107 1622 oo %
°o— ° —0 i
i 2207
4 N 4
v 2906
3485 e

R Node 3485 sends
: (3107, (ip/port)) to requester




Association of Data with IDs — Direct Storage

®m How is content stored on the nodes?

Example:
H(*my data”) = 3107 is mapped into DHT
address space

®m Direct storage

Content is stored in responsible node for
H("my data”)

- Inflexible for large content — o0.k., if small
amount data (~KB)

Get
H(«my data»)

- -
——— -
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Association of Data with IDs — Indirect (tracker) Storage

®m Indirect storage

Nodes in a DHT store tuples like (key,value)
Key = Hash(,my data”) > 2313

Value is often real storage address of content:
(IP, Port) = (134.2.11.140, 4711)

%
More flexible, but one step more to reach = g ™~
content H(«my data») /1008 1622 ;)'1'1 i
e e} 2007
611 ;85 299Q
.\\__—./
\\\\ 1

P
-~ -

- -
——— -

(IP, Port) = (134.2.11.140, 4711)
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Node Join/Leave

®m Joining of anew node

Calculation of node ID (normally random / or
based on PK)

New node contacts DHT via arbitrary node
(bootstrap node)

Lookup of its node ID (routing)

Copying of K/V-pairs of hash range (in case
of replication)

Notify neighbors

®m Failure of a node

Use of redundant K/V pairs (if a node fails)
Use of redundant / alternative routing paths

Key-value usually still retrievable if at least
one copy remains

m Departure of a node
Copying of K/V pairs to corresponding nodes
Can be before or after unbinding
Friendly unbinding from routing environment
If unbinding is unfriendly, need for keep-alive

messages
'm 3400, where 4 RPN
are my neigbors? 209 ',".1008 1622_\_3011 ‘-=
—7 " o—i 2207
I PRt 1 e
(6.11 v 299Q
Ly —
\\\ -
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Properties of DHTs

m Use of routing information for efficient

search for content

m Keys are evenly distributed across
nodes of DHT

No bottlenecks
Failure of nodes can be tolerated
Survival of some attacks possible

m Self-organizing system
m Simple and efficient realization

B Supporting a wide spectrum of
applications

Flat (hash) key without semantic meaning

m Examples of generic Distributed Hash Tables

Pastry (freepastry, v2.1, 13.3.2009)
Microsoft Research, Rice University

Chord (v1.0.5, 11.4.2008)
UC Berkeley, MIT

Tapestry (chimera 1.20 ~2007)
UC Berkeley

CAN (~2001) UC Berkeley, ICSI

P-Grid (v3.2.0_822, 25.11.2008)
EPFL Lausanne

BEP 44 Storing arbitrary data in the DHT
1KB, many implementations

TomP2P (currently working on ED25519 /
ChaCha, with KCP)

® ... and there are plenty of others ...

\Value dpppndc. on alnlnliratinn
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http://www.freepastry.org/
https://github.com/sit/dht
http://current.cs.ucsb.edu/projects/chimera/download.html
http://www.p-grid.org/news.html#preRelease_3.2.0_822
http://bittorrent.org/beps/bep_0044.html
http://tomp2p.net/
http://en.wikipedia.org/wiki/Distributed_hash_table

URL: b.socrative.com/student/

Room: HSR

HOCHSCHULE FUR TECHNIK


https://b.socrative.com/student/

m Several approaches to build DHT

Distance metric as key difference

Chord, Pastry: numerical closeness
CAN: multidimensional numerical closeness
Kademlia: XOR metric

m Kademlia designed in 2002 by Maymounkov
and Mazieres

Many implementations, application specific

BitTorrent (tracker), IPFS, Steem, Factom, Tor
Onion Services

m Parallel queries

For one query, a (alpha) concurrent
lookups are sent

More traffic load, but lower response times

B Each Kademlia node and data item has
unique identifier

160 bit (SHA-1)
Nodes: Node ID (160bit)

Can be calculated from IP address or public key,
and data item using secure hash function, or just
random

Data items: Keys (160bit), hash of data item

m Keys are located on the node whose node ID
Is closest to the key

Kademlia: 160 buckets with size 20 (8)

Knows neighbors well, further nodes not that
much

If distance can be represented in m bits,
bucket m will be used
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http://pdos.csail.mit.edu/~petar/papers/maymounkov-kademlia-lncs.pdf
https://shattered.io/
http://people.kth.se/~rauljc/p2p11/jimenez2011subsecond.pdf

Kademlia Example

B 273, max size 8, #6 searches for 3
Neighbors of 6, if k=1

Routing Table of #6 Routing with XOR, with 3-bits

7 4(or5) 0(orl,2) 6xor3=101b

Search for 3, ask 0, neighbors of O

Routing Table of #0

1 2 4(or5,6,7) 0 xor 3=11b
Ask 2, neighbors of 2 IS ool oio 100 101 110 111
12
- Routing Table of #2 Node
- O(rl) 4(or5,6,7) 2 xor 3 = 1b

1D

Ask 2, 2 replies 0. 6 figures that there is no
closer node, 2 is the closest one (2 xor 3 =1)



Construction of Routing Table

B Preference towards old contacts

Study has shown that the longer a node has XOR Distance Calculation:

been up,

the more likely it is to remain up another hour ID Node A: 110101

Resistance against DoS attacks by flooding the ID Node B: 010001

network with new nodes dyog(A,B) = d(110101,010001)
® Network maintenance 110101

In Chord: active fixing of fingers XOR

. . 010001

In Kademlia: active maintenance |

Check if peer IDs fit better in routing table 100100
m DHT-based overlay network using the XOR dyor(A,B)=100100,= 36,

distance metric

Symmetrical routing paths
(A>B==B->A)
due to dXOR(A,B) == dXOR (B,A)
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Questions?

Prof. Dr. Thomas Bocek
thomas.bocek@hsr.ch
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