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Distributed Systems - In the News

m 12.03.2019: AMD's Graphics Market Share
Nears Decade Low

Back to normal?

“But it's hard to say exactly what a "normal”

graphics card market looks like. The market
hasn't been normal since early 2017, before
the cryptocurrency market went haywire and
drove up prices of graphics cards.”

® No news, but good writeup of P2P history:
Fat protocols aren’t new: What blockchain
can learn from p2p file sharing

“People don’t care about protocols”

“Application developers just care about giving
their users a good experience, they aren’t
loyal to a particular fat protocol”

B 15.03.2019: Google Cloud Storage Incident
#19002

Service disruption for ~4 hours

Highly distributed, not all users affected
“SREs made a configuration change...”
Post mortem: not telling much...

B 14.03.2019: Telegram gets 3M new signups
during Facebook apps’ outage

Facebook app down ~Wednesday
“These outages always drive new users.”

“the mainstream overall increasing
understanding about Facebook’s abusive
attention harvesting practices.”

HOCHSCHULE FUR TECHNIK


https://preview.msn.com/en-us/money/topstocks/amds-graphics-market-share-nears-decade-low/ar-BBUEbAG
https://medium.com/@jbackus/fat-protocols-arent-new-42d2c538db41
https://status.cloud.google.com/incident/storage/19002
https://techcrunch.com/2019/03/14/telegram-gets-3m-new-signups-during-facebook-apps-outage/
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Goals

®m | know the 2 main routing mechanisms of DHTs and its advantages and disadvantages
®m | know what a bloom filter is and its advantages in P2P networks

m | know how complex queries can be achieved with a DHT
Range queries
Similarity searches

®m | know how data can be replicated in DHTs

B HSR
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Introduction

B TomP2P is a P2P framework/library ®m TomP2P extends DHT

Implements DHT (structured), broadcasts Distributed hash table concept —
([un]structured), direct messages (can put(key,value) / get(key)
implement super-peers) Extended DHT operations —
NAT handling: UPNP, NATPMP, new addition: put(key1,key2,value)

relays, hole punching (work in progress)
Direct / indirect (tracker / mesh) storage
Direct / indirect replication (churn prediction
and ~rsync)

Modes: key,value / multi-key (versioned)
value

Java, Maven, Github, (Netty), TCP/UDP,
MapDB, (Android)

put prepare / put confirm
add(value)

digest(key) / bloomfilters / versions
get(key) + bloomfilters



https://github.com/tomp2p/TomP2P

Router / NAT Configuration

UPnP, IGD NATPMP

® Networking protocols for data sharing, ®m Introduced in 2005 by Apple as an alternative to
communications, and entertainment IGD — REC 6886

®m Internet Gateway Device (IGD) Standardized m UDP, port 5351, simple binary protocol

Device Control Protocol: UDP mDNS broadcast

Simplicity!
to 239.255.255.250:1900

® No authentication
® Returns information about devices, e.g. p43

® How to find router? (Java (tomp2p)vs. C#)

friendlyName, manufacturer, modelDescription,

presentationURL, localAddress, modelNumber, 0123456789501 23456789501234567895C01
e e A s ot S s St S
modelName | Vers = 0 | OP = x | Reserved |
Responses sent over UDP, with HTTPU e d e e e e e e e e e e e S e s H s e S e e e i
| Internal Port | Suggested External Port |
®m HTTP connection to router with SOAP / XML FotmA A A A A A A A A e A A A A e A e A
| Requested Port Mapping Lifetime in Seconds |
message e T e e e e S S s s S S s S et S e s
No authentication, no HTTPS Opcodes supported:
If not configured properly, access from Internet 1 - Map UDP

HOCHSCHULE FUR TECHNIK
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https://en.wikipedia.org/wiki/Universal_Plug_and_Play
https://en.wikipedia.org/wiki/Internet_Gateway_Device_Protocol
https://en.wikipedia.org/wiki/Internet_Gateway_Device_Protocol
https://en.wikipedia.org/wiki/Multicast_DNS
http://upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.1.pdf
https://en.wikipedia.org/wiki/Universal_Plug_and_Play#Protocol
https://en.wikipedia.org/wiki/NAT_Port_Mapping_Protocol
https://tools.ietf.org/html/rfc6886
https://stackoverflow.com/questions/11930/how-can-i-determine-the-ip-of-my-router-gateway-in-java#247216
https://github.com/tomp2p/TomP2P/blob/master/nat/src/main/java/net/tomp2p/natpmp/Gateway.java
https://stackoverflow.com/questions/13634868/get-the-default-gateway#13635038

Introduction

> - ' . - e
perf - e . — : Wy
- 3 perfor ath ot o o N TR
® TomP2P history
TomP2P v1: Created in 2004 and used for a distributed DNS project

This version used blocking 1O operations (1 thread / socket)
TomP2P v2: Apache MINA (java.nio framework) / 6K LoC
Not well designed for non-blocking operations (event-driven)
TomP2P v3: Redesigned for non-blocking operations
Switched to Netty / 14K LoC, 6K LoC JUnits
TomP2P v4: API refinements, new features
Latest feature (work in progress) MapReduce
19K LoC (core), 6K LoC JUnits (core)
TomP2P v5 (core 18K LoC): modularization, relays, AP refinements T e
v6 Security by default — ORTT vs. perfect forward secrecy, UDP/KCP -

Go Back

DOWN
RESULT PUBLISH | LOAD

Multicast
Multicast Is a network addres

Clien

4
8210E
1994
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Key Concepts
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Fundamental Concepts

® Recursive routing m [terative routing

- Node Oxl - Node Oxl

+ online status update + control
- faulty peers cause delay - neighbor maintenance

HOCHSCHULE FUR TECHNIK
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5.5. Common API for Structured P2P Overlays (rec.)

B Standardized interface between applications and overlays using recursive routing
Implemented by Pastry, others implement it too (Chord, Tapestry, CAN)

m forward(RouteMessage)

Called just before a message Peer A Peer B
is forwarded
Message could be changed . .
or dropped Application - Application
O - O -
m deliver(ld, Message) g o| g 2 g 3 S g
=0 =
Called when a message is received § = ! S E 22 ! 2
m update(NodeHandle, boolean) Pastry Pastry

Called when a node’s leafset changes
(node joined or left)

m route(ld, Message)

Send a message to a node numerically closest to an Id (key)

| HSR
HOCHSCHULE FUR TECHNIK
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5.5. Common API for Structured P2P Overlays (iterative)

m Standardized interface between applications and overlays using iterative routing

Implemented by TomP2P, others implement it too

®m bootstrap (node ID)

Called when a node wants to
join the network (route)

m put (key, value)

To store (redundantly) data in
the DHT

m get (key)
To get data from the DHT. May get more than one result

m Additional features (add/discover/digest)
Differs based on implementation

Peer A Peer B
Application Application
- .2 -8
288 2%3
TomP2P TomP2P

HOCHSCHULE FUR TECHNIK
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Fundamental Concepts

m [terative XOR-based routing (repetition)

Node and data item unique 160bit identifier [SHA-1]
Keys are located on the nodes whose node ID is closest to the key

Search for a key:

Lookup in neighbor table for
closest peer (e.g. peers with
ID: Ox1, 0x2, 0x3, 0x4)

My ID Neighbor | Distance
ID (XOR)
2 3
2
4 5
Difference to Pastry: another metric - Node le

HOCHSCHULE FUR TECHNIK
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https://shattered.io/

Fundamental Concepts

B DHT vs. Tracker

DHT “stored by value” — direct storage
Tracker “stored by reference” — indirect storage

indirect (Tracker) direct (DHT)
1622
700 1008 — 0 2011 2207 1008 1622 2011
~ N 709 O 2207
611 Q85 2906 611 2906

D 3485

Hsyaq(,D)=3107

--->! Item D: 134.2.11.68 Hgpa(-D*)=3107

134.2.11.68

| HSR
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Bloom Filter

HSR

HOCHSCHULE FUR TECHNIK
RAPPERSWIL

FHO Fachhochschule Ostschweiz

16



Traditional Bloom Filter

An array of m bits, initially all bits set to O

A bloom filter uses k independent hash
functions

h1, h2, ..., hk with range {1, ..., m}

Each input is hashed with every hash
function

Set the corresponding bits in the vector

Operations

Insertion
The bit A[hi(x)] for 1 <i<k are setto 1

Query

Yes if all of the bits A[hi(x)] are 1, no
otherwise

Deletion

HSR oo filter is impossible

RRRRRRRRRR

Strings

Bloom Filter

Hash Functions

S

hk(S@')

/

A

m bits




Query of an Element, m=18, k=3

®m Insertx,vy, z m Example for False-positives
m Query w Insertions
Hash (,color printer®) => (1,4,6)
{x vz} Hash (,digital camera®) => (3,4,5)
Bloom filter (1,3,4,5,6)
Query
(oJ1]JoJ1[1]1]oJofoJOofO]1][O[1]O]O[1]0] Hash (,heat sensor®) => (3,4,6)
Matches since bits 3,4,6 are all setto 1
Online
w

m False-negative

Query

Hash (“color printer2”) => (1,4,7) , matches

o _ o _ (1,3,4,5,6) — no false-negative
http://en.wikipedia.org/wiki/Bloom filter

| HSR
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http://billmill.org/bloomfilter-tutorial/
http://en.wikipedia.org/wiki/Bloom_filter

Properties

m Space Efficiency

Any Bloom filter can represent the entire
universe of elements

In this case, all bits are 1

®m No Space Constraints

Add never fails

But false positive rate increases steadily as
elements are added

m Simple Operations
Union of Bloom filters: bitwise OR
Intersection of Bloom filters: bitwise AND

m No false negative, but false positive

m False-positive probability:

n number of strings; k hash functions; m-bit

vector
nk
f=(1—-em )k
1 & : . | |
mn= 2 .
e [ mn=2 »
= 0.8 iq ~ min= 4 o
= { = m/n=10 A
'-E 1 -
E 0.6 "_!_'-II )
o
L i I
= EAN -
Z 04 | N ,\_
n. "\ .I
(S S U
0 -J-]j e o ) £ 3 = rooo )
° : 4 6 8 10

Number of hash functions (k)

| HSR
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=> Given m/n, there is an optimal
number of hash functions (opt. k = m/n In 2)
(when 50% of the bits are set)



When the filter is intended to be passed as a
message

False-positive rate is optimized for the
compressed bloom filter (uncompressed bit
vector m will be larger but sparser)

However, compression/decompression, more
memory

B Generalized Bloom Filter

Two type of hash functions gi (reset bits to 0)
and hj (set bits to 1)

Start with an arbitrary vector (bits can be
either O or 1)

In case of collisions between gi and hj, bit is
resetto O

Store more info with low false positive
Produces either false positives or false

Bloom Filter Variants (1)

B Compressed Bloom Filters

® Counting Bloom Filters

Entry in the filter not be a single bit but a
counter

Delete operation possible (decrementing
counter)

Variable-Increment Counting Bloom Filter

B Scalable Bloom Filter

Adapt dynamically to number of elements,
consist of regular Bloom filters

“A SBF is made up of a series of one or more
(plain) Bloom Filters; when filters get full due
to the limit on the fill ratio, a new one is
added; querying is made by testing for the
presence in each filter”

B HSR negatives

HOCHSCHULE FUR TECHNIK
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http://www.eecs.harvard.edu/~michaelm/NEWWORK/postscripts/cbf2.pdf
http://www.gta.ufrj.br/ftp/gta/TechReports/LVD05d.pdf
http://webee.technion.ac.il/~isaac/p/infocom12_variable.pdf
http://gsd.di.uminho.pt/members/cbm/ps/dbloom.pdf

URL: b.socrative.com/student/

Room: HSR
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And / or searching
Range gueries
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Mechanisms based on Hashing in DHTs

B Search in DHT
DHT.get (h («Institut fur Software»))
In order to find it: DHT .put (h («Institut fur Software»), value)

m Keywords
DHT.get (h («Institut»))

Find it: DHT .put (h («Institut»), wvalue), DHT.put (h («fir»), value),
DHT.put (h («Software»), value)

value points to h («Institut fur Software»)

m Keywords drawbacks

” 13 ”

Find good keywords — “the”, “a” are not good keywords
Exact matches only

| HSR
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Mechanisms based on Hashing in DHTs

® Find “Institut” or “Software” - OR Systems
DHT.get (h («Institut»)) and DHT.get (h («Software») ), combine results

® Find “Institut” and “Software” - AND Systems
DHT.get (h («Institut»)) and DHT.get (h («Software») ), intersect results
DHT.get (h («Institut») xor h(«Software»))

In order to find it:
DHT.put (h («Institut») xor h(«Software»), value),
DHT.put (h («Institut») xor h(«fur»), value)
DHT.put (h («fur») xor h(«Software»), value)
Combination needs to be known in advance
Use Bloom Filters to filter for values
bf = DHT.getBF (h(«Institut»)) and DHT.get (h («Software», bf))
Sequential (less network, slower) vs. parallel (more network, faster)

| HSR
HOCHSCHULE FUR TECHNIK
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Mechanisms based on Hashing in DHTs

m Range Queries
Problem: random insert vs. sequence insert

Sequence — [0..n-1] [n..2n-1] [2n..3n-1] [...] — peer responsible for range, hash it, store it, done.
Insert 10 items: N =5 — [0, 1, 2, 3, 4], [5, 6, 7, 8, 9] — sequential, 2 peers
Insert 10 items: N = 5 — [0], [5], [10], [15], [20], [25], [30], [35], [40], [45] — random, 10 peers
But random: worst case: 1 peers has 1 data item, range query for range [0..X] contacts x/n peers.

m Over-DHT
PHT: trie (prefix tree); DST: segment — tree on top of DHT
Main idea: hash of tree-node (resp. for range) — DHT

PHT: Peer stores n data items, if n reached, splits data (moves data across peers) [1-8]
DST: stores data on each level (redundancy) up to a threshold / \

No data splitting [ 1-4 ] [ 5-8 ]

|\ | T~

[1-2] [3-4] [5-6] [7-8]

HOCHSCHULE FUR TECHNIK
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Mechanisms based on Hashing in DHTs

m Example:
Setn=2, m=8
1, “test”; 2, “hallo”;

3, “world”; 5, “sys”; 6, “hsr”;

7’ “fg”

B Tree: store value

Translate putDST (1, “test”) to

put(hash([1-8]),"test”)

— may be stored (only if
threshold not reached)
put(hash([1-4]),”test’) — may be stored
put(hash([1-2]),’test”) — will be stored

Store put (2, “hallo”), put (3,
“world”), put (5, “sys”), ..

[1-2]

[1-8]

RN

[1-4] [5-8]

|\ | T~

[3-4] [5-6] [7-8]

m Query getDST(1..5) translates to

— returns “1,test; 2,hallo”
— returns “1,test; 2,hallo”
— returns “1,test; 2,hallo”
— returns “3,world”

— returns “5,sys; 6,hsr”
— returns “5,sys; 6,hsr”

. - RAPPERSWIL
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Mechanisms based on Hashing in DHTs

m Example: [1-8]
Setn=2,m=8 / \
[1-4] [5-8]

1, “test”; 7, “ifs” /\ /\

[1-2] [3-4] [5-6] [7-8]

B Tree: store value

Translate putDST (1, “test”) to
put(hash([1-8]),test”) B Query getDST(1..5) translates to

—h> m?]y I?je stored (r?nclls)/ if get (hash[1-8]) — returns “1,test; 7,ifs”
threshold not reache
put(hash([1-4]),"test”) — may be stored .
put(hash([1-2]),"test’) — will be stored get (hash[5-8]) — returns *7,ifs
Store put (7, “ifs”)9

get (hash[1-4]) — returns “1,test;”

® Range query as series of put () and get ()

HOCHSCHULE FUR TECHNIK
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Similarity Search in DHTs
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Mechanisms based on Hashing in DHTs

m Similarity Search in DHT
http://fastss.csg.uzh.ch l; @t cc
i

m Project that brings similarity search to HT / DHT ekl (L43 W&UU

Problem: Search for “netwrk” fails for DHTs

m Similarity: Edit distance / Levenshtein distance

Min operations to transform one string into another, operations: insert, delete, replace
Calculated in matrix size O(m x n)

d[i,0] =1, d[0, j] = J,
dfi, j] = min (d[i—1,j]+ 1, d[i,j— 1]+ 1,
dli—1,j— 1]+ (if sl[i| = s2[j] then 0 else 1))

B E e 30
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http://fastss.csg.uzh.ch/

Mechanisms based on Hashing in DHTs

m Example d(test,east) = 2 (remove a, insert t)

m Expensive operation if all words need testing

® Main idea: pre-calculate errors

All possible errors? Neighbors for test with ed
2: test, testa, testaa, testab, ... , tea, teb, tec,
..., teaa, teab, ... — 23883 more of those!

d[i,O] =1, d[O,j] =],

di, jl = min (dli—1,j]+ 1, d[i,j — 1]+ 1,

— W |(>|Mm

ArfW|IN|F|O

WlIWIN|FR[FRL]|H

AW IN|F([(N]|M

wlinINDINIWwl;m

NfWlw(lw|b>|H

dli—1,j— 1]+ (if sl[i| = s2[j] then 0 else 1))

HOCHSCHULE FUR TECHNIK
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Mechanisms based on Hashing in DHTs

m FastSS pre-calculates with deletions only

Neighbors for test with ed 2: test, est, st, et,
es, tst, tt, ts, tet, te, tes

Pre-calculation on query and index

11 neighbors — 11 more queries, indexed
enlarged by 11 entries

m Example d(test,fest)=1
test: indexed
fest: query

Positions: 1 2 3 4 1234

test Tf st

—

Deletion of position 2 t S t f S t
Deletion of position 3 te t fe t
Deletion of position 4 te S fe S

nsert

HHHHHHHHHHH UR TECHNIK
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Mechanisms based on Hashing in DHTs

Positions: 1 2 3 4 1234

Eestgﬂeast

m Example d(test,east)=2

test: indexed

east: query \ asS t

m P2PFastSS implemented on top of TomP2P . "
(early version) — tests with indexing Deletion of position 2 t S t SN t
Wikipedia abstracts Deletion of position 3 te t €a t

Deletion of position 4 te S ea S

B ceeeerswi 33
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Mechanisms based on Hashing in DHTs

® Index documents using put(hash(document),
document)

Document (0x321) contains word
test

®m Index all neighbors (test, tes,
tst, tet, est) using put(hash(neighbor),
point to document)

hash(“tes”) = 0x123

No

de 0x1

‘ Node 0x24

# Node 0x4

| HSR
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Mechanisms based on Hashing in DHTs

B User searches for “tesx”

m Neighbors are generated
(tesx, esx, tsx, tex, tes)

get(hash(neighbor)) — 0x123

Find pointer to document
(0x321)

document = get(0x321)

B Tests with edit distance 1,
partially 2, ignoring delete pos.

Overhead (n choose k) for query and index

m Similarity search as series of put () and get ()

‘ Node 0x24

# Node 0x4

Node 0x1

. - RAPPERSWIL
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Replication
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Redundancy in DHTs

®m Replication

Responsible for X

Enough replicas

Direct replication @ Originator of X
Originator peer is responsible
Periodically refresh replicas O C|ose peers to X

Example: tracker that announces its data

B Problem

Originator offline — replicas disappear.
Content has TTL

HOCHSCHULE FUR TECHNIK
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Redundancy in DHTs

®m Indirect Replication -
The closest peer is responsible, originator Responsible for X
may go offline (ORoot)
Periodically checks if enough replicas exist @ Originator Of X

Detects if responsibility changes

O Close peers to X

® Problem
Requires cooperation between responsible

.D peer and originator
Multiple peers may think they are responsible

O , :
for different versions — eventually solved

nRoot vs ORoot

HOCHSCHULE FUR TECHNIK 39



Outlook: Replication and Consistency

m DHTs have weak consistency B Conflict-free replicated data type
Peer A put X.1 Updated independently and concurrently
Peer B gets X.1 without coordination (indirect replication)

Provide strong eventual consistency

Operation-based CRDTs

Commutative replicated data types
Peer C gets X.1 —a+b=b+a
Broadcast delta: +100, -2

Idempotent: apply only once

Peer B modifies it puts B.2

B Same time (time in distributed systems)

Peer C modifies it puts C.2

® Which one is stored State-based CRDTs
B.2 of B Convergent replicated data types
C2ofC Send full local state to others
o _ Merged by function which is commutative,
m Replication makes it worse associative, and idempotent

—(a+b)+c=a+(b+c)

Consistency: generic issue in distributed
Delta state CRDTs

systems, requires typically coordinator

m Direct replication, coordinator - TomP2P,
M HSR CoWw, STM
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https://queue.acm.org/detail.cfm?id=2745385
https://en.wikipedia.org/wiki/Conflict-free_replicated_data_type
https://en.wikipedia.org/wiki/Software_transactional_memory
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Questions?

Prof. Dr. Thomas Bocek
thomas.bocek@hsr.ch
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