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Agenda

◼ Blockchain, Bitcoin, Ethereum, continued

◼ Ethereum

◼ Introduction

◼ Statistics

◼ Solidity

◼ Examples
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Distributed Systems - In the News

◼ 29.03.2019 Bitcoin Price Hits 5-Week High With Chart Echoing 2015 Pre-Rally Pattern

◼ Here we go again ☺

◼ 01.04.2019 Police Freeze Bank Accounts, Seize Luxury Cars in Probe of $22 Million ICO Promoter 

Vanbex

◼ 2017 initial coin offering (ICO) raised $22 million

◼ Token sale: FUEL

◼ “Vanbex told investors that the token would be usable in a forthcoming smart contract system called 

Etherparty”

◼ “No intention to build product, but use funds for own personal benefit.” – no criminal charges filed

◼ Recently discovered (13.11.2018): Let’s Take a Crack at Understanding Distributed Consensus

◼ From “What is a Distributed System to “Proof-of-Work”

◼ “.., Nakamoto Consensus is Byzantine fault-tolerant. But it clearly doesn’t achieve consensus the way 

consensus researchers would traditionally assume.”

◼ Announcement: NEO Blockchain Meetup, 4.4.2019
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https://www.coindesk.com/bitcoin-price-hits-5-week-high-with-chart-echoing-2015-pre-rally-pattern
https://www.coindesk.com/police-freeze-bank-accounts-seize-luxury-cars-in-probe-of-22-million-ico-promoter-vanbex
https://coinmarketcap.com/currencies/etherparty/
https://www.scribd.com/document/403903902/Vanbex-civil-forfeiture-order#from_embed
https://www.preethikasireddy.com/posts/lets-take-a-crack-at-understanding-distributed-consensus/
https://www.meetup.com/NEO_Workshop/events/gbzfvqyzgbgb/


Learning Goals

◼ I can describe and explain a 51% attack

◼ I know the difference between Ethereum and Bitcoin

◼ I can deploy a simple smart contract
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Trends (1)

◼ Moore’s Law – nr. of transistors doubles every 18  month

◼ Still alive…

◼ But dead in 2021?

https://hackernoon.com/moores-law-is-alive-and-well-adc010ea7a63
http://www.techrepublic.com/article/moores-law-dead-in-2021-heres-what-the-next-revolution-will-mean/


Trends (2)

Annualized

Growth Rate

Compound Growth 

Over 10 Years

Nielsen's law Internet bandwidth 50% 57×

Moore's law Computer power 60% 100×

◼ Nielsen’s Law: a high-end user’s 

connection speed grows by 50% per year

◼ Bandwidth grows slower 

than computer power

1. Telecoms companies are conservative

2. Users are reluctant to spend much 

money on bandwidth

3. The user base is getting broader

◼ Optimize for bandwidth

◼ Zmap complete scan of the IPv4 

address space in under 5 minutes

https://www.nngroup.com/articles/law-of-bandwidth/
https://zmap.io/


Trends (3)

◼ Kryder’s Law: disk density doubling every 13 month

◼ «Soon hard drives will migrate into phones, still cameras, PDAs, cars and 

everyday appliances»
https://www.scientificamerican.com/article/kryders-law/ , Aug. 2005

◼ User behavior changed

◼ SSD, speed is important

◼ Cloud – Dropbox, Spotify

◼ Streaming

http://blog.dshr.org/2016/05/the-future-of-storage.html

Source: https://jcmit.net/flashprice.htm

https://www.scientificamerican.com/article/kryders-law/
http://blog.dshr.org/2016/05/the-future-of-storage.html
https://jcmit.net/flashprice.htm


51% Attack

◼ Control over 50% of the scarce resources ◼ 03.01.2019: BTC.TOP, Mining Pool, Controls 

Over 50% Of The BCH Hashrate

◼ Bitcoin  Cash

◼ 25.06.2018: Bitmain’s Mining Pools Now 

Control Nearly 51 Percent of the Bitcoin 

Hashrate

◼ Was at ~42%, now ~30%

◼ 07.01.2019: Deep Chain Reorganization 

Detected on Ethereum Classic (ETC)

◼ “The total value of the double spends that we 

have observed thus far is 219,500 ETC 

(~$1.1M).”

http://blockchain.info/pools

https://smartereum.com/46318/bitcoin-mining-btc-top-mining-pool-controls-over-50-of-the-bch-hashrate-bch-news-today/
https://www.ccn.com/bitmains-mining-pools-now-control-nearly-51-percent-of-the-bitcoin-hashrate
https://blog.coinbase.com/ethereum-classic-etc-is-currently-being-51-attacked-33be13ce32de
http://blockchain.info/pools


51% Attack

◼ “If a majority of CPU power is controlled by 

honest nodes, the honest chain will grow the 

fastest and outpace any competing chains.”

◼ https://bitcoin.org/bitcoin.pdf

◼ PoW: majority of hashing power, PoS: 

majority of coins

◼ How expensive is a 51% attack?

◼ Buy an attack?

◼ Double spend, or rollback transactions

◼ X is an exchange

◼ Mine secretly, Y is your address

◼ X arrived – payout (1 block conf.)

◼ You mine faster, broadcast secret chain

◼ Tx F→X: 15 never happened, goes to Y
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A → B: 10

E → H: 15

0003b22

B → C: 10

F → X: 15

0006a42

J → K: 11

M → N: 2

000b9df

B → C: 10

F → Y: 15

000acdf

J → K: 11

M → N: 2

00052df

U → P: 17

Q → R: 9

00012cf

https://bitcoin.org/bitcoin.pdf
https://www.crypto51.app/
https://www.nicehash.com/


Quiz

URL: b.socrative.com/student/

Room: HSR
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https://b.socrative.com/student/


Bitcoin / Ethereum

◼ “Issues” with Bitcoin

◼ Slow development, implementing new features difficult

◼ SegWit vs. BTU (segregated witness vs. increasing block 

size voting) Cash vs. SV

◼ Bitcoin Script limited

◼ Lightning network - beta

◼ Ethereum (1 ETH ~152$)

◼ Generalized blockchain (loops, arithemitcs, etc. )

◼ White paper released in December 2013

◼ Protocols designed from scratch (not like LiteCoin, 

PeerCoin)

◼ Ethereum foundation located in Zug (initiator known) -

non-profit foundation

◼ Mining reward ~ block every ~14s – ~2 ETH 

(“always”, unlike Bitcoin)

Vitalik Buterin

https://bitcoinmagazine.com/articles/countdown-segwit-these-are-dates-keep-eye/
https://www.coindesk.com/bitcoins-lightning-network-is-live-but-can-it-keep-from-going-corporate/
https://cryptowat.ch/kraken/ethusd
https://github.com/ethereum/wiki/wiki/White-Paper


Ethereum History

◼ Olympic (past) – released 09.05.2015

◼ Last Ethereum Proof-of-Concept series

◼ “Olympic will feature a total prize fund of up to 25,000 ether” (now 3.5m USD)

◼ Frontier (past) - released 30.07.2015

◼ Main public network, “Beta”/use at your own risk

◼ Homestead (past) - released 03.14.2016

◼ Public network considered “stable”, Integrate critical protocol changes

◼ Metropolis (Byzantium, past) - released 16.10.2017

◼ Initial supports for ZKP (private smart contracts), reducing mining reward to 3 
ETH

◼ Metropolis (Constantinople, now) – released 27.2.2019

◼ Bitshifting, mining reward 2 ETH (delay difficulty bomb), other optimizations

◼ Serenity (future)

◼ Scalability, proof-of-stake, Sharding, ZKP

https://blog.ethereum.org/2015/05/09/olympic-frontier-pre-release/
https://medium.com/digitalassetresearch/understanding-byzantium-what-it-represents-to-the-ethereum-network-9de3d00d552a
https://www.coingecko.com/en/explain/ethereum_constantinople_hard_fork


Quiz

URL: b.socrative.com/student/

Room: HSR
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2017

2016

Ethereum Stats

◼ Basic Stats

◼ 2nd in market cap ~ 16b USD

◼ Transactions (highest ~15.5 TPS) 

now ~630’000 per day

◼ Node count (~11’000 nodes)

◼ Blocksize ~20KB

◼ Accounts (58mio)

https://www.etherchain.org/charts
https://coinmarketcap.com/
https://etherscan.io/chart/tx
https://www.ethernodes.org/network/1
https://etherscan.io/chart/blocksize
https://www.etherchain.org/accounts


Ethereum Stats

◼ 105mio ETH supply (stats)

◼ Increasing difficulty

◼ Mining in pools

◼ Ethermine + Sparkpool 48.8%

2017

2019

https://ethstats.net/
https://etherchain.org/statistics/miners


Blocktime and Gas

◼ Block time: ~14-15s

◼ Ice age

◼ Contracts are turing complete

◼ Every instruction needs to be paid for (example)

◼ Gas price ~2 gwei

◼ Gas Price / Gas Limit by TX

◼ If you run out of gas, state is reverted, ETH gone

https://www.cryptocompare.com/coins/guides/what-is-the-ethereum-ice-age/
http://etherscan.io/remix?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
https://etherscan.io/charts/gasprice
https://www.ethgasstation.info/
https://forum.ethereum.org/discussion/1518/ether-unit-converter-wei-finney-szabo-btc
http://gavwood.com/paper.pdf


Quiz

URL: b.socrative.com/student/

Room: HSR
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Ethereum smart contract

◼ Computation on EVM is "very expensive“: every 

contract is run on every full Ethereum node

◼ Result on every node is the same

◼ Global computer, always running, always correct

◼ For now, proof of work (PoW)

◼ But difficult with ASIC (memory-hard), starts at 1GB 

RAM for full node and miner (2GB RAM should be 

enough)

◼ Account-based

◼ 2 types: externally controlled, contract

◼ Both can have and send ether

◼ External accounts: controlled by private keys

◼ Contract accounts never executed on their own

◼ Contract accounts: controlled by code

◼ All action fired from externally controlled accounts

EVM

EVM

EVM

EVM

EVM

EVM

EVM

EVM

https://en.wikipedia.org/wiki/Ethereum#Virtual_Machine
https://github.com/ethereum/wiki/wiki/Ethash
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://ethereum.gitbooks.io/frontier-guide/content/account_types.html


Account vs UTXO - Introduction

Account-based

◼ Global state stores a list of accounts with 

balances and code

◼ Transaction is valid if the sending account has 

enough balance

◼ Balance on sender is deducted, new balance

◼ If the receiving account has code, the code runs, 

and state may be changed

◼ Signature must match sending account

UTXO-based

◼ Every referenced input must be valid and not yet 

spent

◼ Total value of the inputs must equal or exceed the 

total value of the outputs

◼ You always spend all outputs

◼ Transaction must have a signature matching the 

owner of the input for every input

◼ Script determines if input is valid
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https://news.bitcoin.com/mining-pool-btc-com-80-btc-fee-refund/


Account vs UTXO – Pros and Cons

Account-based

◼ Large space savings

◼ One input – one output – one signature

◼ Simplicity

◼ Easier to code and understand

◼ Easier for smart contracts (stateful scripting 

language)

UTXO-based

◼ Higher degree of privacy

◼ New address for each TX

◼ No replay attacks – no nonce required

◼ Allows transactions to be processed in parallel

◼ If outputs / inputs are separate
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Merkle hash

◼ Hash Tree

◼ Tree of hashes (|| → concatenation)

◼ hash 0 = hash( hash 0-0 || hash 0-1 )

◼ hash 1 = hash( hash 1-0 || hash 1-1 )

◼ Top hash = hash( hash 0 || hash 1 )

◼ Verification (BitTorrent)

◼ Peer A has top hash (root hash)

◼ Peer downloads C4 from peer B

◼ create hash 8

◼ Need hash 10, 13, 3 (uncle hash)

◼ Can be from peer B

◼ With 8,10,13,3 can create root hash

→ verify this root hash

◼ Merkle tree / hash tree also used in Bitcoin / 
Ethereum

http://en.wikipedia.org/wiki/Hash_tree

http://datatracker.ietf.org/doc/draft-ietf-ppsp-peer-protocol/ Section 5.2

https://www.weusecoins.com/what-is-a-merkle-tree/
http://datatracker.ietf.org/doc/draft-ietf-ppsp-peer-protocol/


Quiz

URL: b.socrative.com/student/

Room: HSR
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Solidity



Solidity - http://solidity.readthedocs.io

◼ Version Pragma - reject compiled with specific compiler versions

pragma solidity ^0.4.23; //not before 0.4.23, not after 0.5.0

◼ Comments

// This is a single-line comment.

/*

This is a

multi-line comment.

*/

◼ Contract with State Variables (expensive!)

pragma solidity ^0.5.7;

//minimal contract

contract Example1 {

uint256 counter;

}

https://learnxinyminutes.com/docs/solidity/

https://solidity.readthedocs.io/en/v0.5.7/

http://solidity.readthedocs.io/
https://learnxinyminutes.com/docs/solidity/
https://solidity.readthedocs.io/en/v0.5.7/


Solidity Deployment (with a full client)

◼ Create address (geth) – or parity, or M W, or…

◼ Ethereum address = create random private key → derive public key → hash it, take last 20bytes

◼ geth --rinkeby account new

◼ Important sites

◼ https://rinkeby.etherscan.io/ (blockchain explorer)

◼ No mining (use twitter with https://www.rinkeby.io )

◼ Start geth

◼ geth --rinkeby --syncmode light --rpc --rpccorsdomain '*' --rpcapi "eth,net,web3,personal" --unlock 0 --

password <(echo 123456)

◼ geth attach http://127.0.0.1:8545 or

◼ Connect Remix Solidity IDE to geth / or use JavaScript Ethereum blockchain in Remix

https://rinkeby.etherscan.io/
https://www.rinkeby.io/
http://127.0.0.1:8545/
https://solidity.readthedocs.io/en/v0.5.7/


Solidity IDE

◼ Create your first contract

pragma solidity ^0.5.7;

//minimal contract

contract Example1 {

uint counter;

}

◼ Remix – Solidity IDE – Environment: Web3 Provider

◼ http://localhost:8545

◼ «Deploy» contract

◼ Mixed content - workaround: use http

◼ https://remix.ethereum.org

◼ Select Web3 Provider (geth is your Web3 Provider)

◼ Alternatively: use scripts, MetaMask, or JavaScript EVM

http://localhost:8545/
https://remix.ethereum.org/
https://github.com/Communication-Systems-Group/solidity-examples/blob/master/deploy.sh


Quiz

URL: b.socrative.com/student/

Room: HSR
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Questions?

Prof. Dr. Thomas Bocek

thomas.bocek@hsr.ch

Upvote this lecture ☺

1MGDdtoJHQkDEmPwWtwEQxhtRvJfMMAz83

mailto:thomas.bocek@hsr.ch

