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Introduction, part 2



Summary: Bitcoin Stakeholders

◼ Building blocks

◼ https://andersbrownwo

rth.com/blockchain/

https://bocek.ch/bl/hash.html
https://andersbrownworth.com/blockchain/


Example payment at Mensa Binzmühle

Bitcoins at UZH: Evaluation: Mensa Test Run

◼ Designed and implemented a Bitcoin payment 

system

◼ One week test run from 10th to 14th of February 

2014

◼ In collaboration with the Mensa Binzmühle

◼ Pay all consumptions in Mensa with Bitcoins

◼ Reduce Bitcoin volatility risk by immediate

trades on Bitstamp.net

◼ After selling Bitcoins at the exchange point → Buy 

the same amount of Bitcoins

◼ Keep the balance of the exchange point constant

◼ After the Mensa receives Bitcoins → Sell these 

Bitcoins

◼ Since the Mensa wants to receive CHF at the end, the 

equivalent amount is assured in this way



USD/mBTC Exchange Rate Drop – February 10, 2014

Bitcoins at UZH: Evaluation: Conclusions

◼ NFC handling caused many problems because

users are inexperienced with NFC

◼ Android 4.4 restriction → too big entry barrier

at the moment / below 4.4 no two-way NFC possible



Discussion

◼ But! wrt ASIC – “It shows that Bitcoin is considered stable enough for a company to invest a 

LOT of money on design and production on it, which is very good. ASICs were bound to 

happen if Bitcoin survived long enough.”

◼ But! Bitcoin does not intend to replace VISA

◼ Still affordable by (some) individuals (buy every 2.6 weeks a new 1 TB disk storage)

◼ Better comparable to wire transfers

◼ But! Moore’s, Nielson’s law, and other laws (lecture 1)

◼ Moore’s law: number of transistors doubles every two years

◼ Nielson’s law: Bandwidth grows 50% per year 

◼ Kryder's Law: Space per unit cost has doubled roughly every 14 months

◼ But! Lightning

◼ TX fees up to 30 USD → micro payments

◼ Multisig, hashed timelock → fast and cheap transactions

◼ Mulitple efforts to make a blockchain scalable

https://bitcointalk.org/index.php?topic=90513.msg996511#msg996511
https://hackernoon.com/the-blockchain-scalability-problem-the-race-for-visa-like-transaction-speed-5cce48f9d44
http://en.wikipedia.org/wiki/Moore's_law
http://www.nngroup.com/articles/law-of-bandwidth/
http://www.mkomo.com/cost-per-gigabyte-update
https://lightning.network/


Bitcoin in Detail

◼ Good information: 

http://www.righto.com/2014/02/bitcoins-

hard-way-using-raw-bitcoin.html
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http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html


51% Attack

◼ Control over 50% of the scarce resources

◼ Pools: cooperative puzzle solving

◼ Solo: competitive puzzle solving

◼ 03.01.2019: BTC.TOP, Mining Pool, Controls 

Over 50% Of The BCH Hashrate

◼ Bitcoin  Cash

◼ 25.06.2018: Bitmain’s Mining Pools Now 

Control Nearly 51 Percent of the Bitcoin 

Hashrate

◼ Was at ~42%, now ~30%

◼ 07.01.2019: Deep Chain Reorganization 

Detected on Ethereum Classic (ETC)

◼ “The total value of the double spends that we 

have observed thus far is 219,500 ETC 

(~$1.1M).”

◼ 23.04.2020: DeFi Platform Suffers 51% Attack 

From Its Top Miners — or Does It?

◼ “resulted in $6.7 million worth of the USD-

pegged stablecoin pUSD”
http://blockchain.info/pools

https://smartereum.com/46318/bitcoin-mining-btc-top-mining-pool-controls-over-50-of-the-bch-hashrate-bch-news-today/
https://www.ccn.com/bitmains-mining-pools-now-control-nearly-51-percent-of-the-bitcoin-hashrate
https://blog.coinbase.com/ethereum-classic-etc-is-currently-being-51-attacked-33be13ce32de
https://cointelegraph.com/news/defi-platform-suffers-51-attack-from-its-top-miners-or-does-it
http://blockchain.info/pools


51% Attack

◼ “If a majority of CPU power is controlled by 

honest nodes, the honest chain will grow the 

fastest and outpace any competing chains.”

◼ https://bitcoin.org/bitcoin.pdf

◼ PoW: majority of hashing power, PoS: 

majority of coins

◼ How expensive is a 51% attack?

◼ Buy an attack?

◼ Double spend, or rollback transactions

◼ X is an exchange

◼ Mine secretly, Y is your address

◼ X arrived – payout (1 block conf.)

◼ You mine faster, broadcast secret chain

◼ Tx F→X: 15 never happened, goes to Y
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A → B: 10

E → H: 15

0003b22

B → C: 10

F → X: 15

0006a42

J → K: 11

M → N: 2

000b9df

B → C: 10

F → Y: 15

000acdf

J → K: 11

M → N: 2

00052df

U → P: 17

Q → R: 9

00012cf

https://bitcoin.org/bitcoin.pdf
https://www.crypto51.app/
https://www.nicehash.com/


Bitcoin / Ethereum

◼ “Issues” with Bitcoin

◼ Slow development, implementing new features difficult

◼ Many Bitcoin hardforks (segregated witness vs. increasing 

block size voting) Cash vs. SV

◼ Bitcoin Script limited

◼ Lightning network

◼ Ethereum (1 ETH ~187$)

◼ Generalized blockchain (loops, arithemitcs, etc. )

◼ White paper released in December 2013

◼ Protocols designed from scratch (not like Litecoin, 

Peercoin)

◼ Ethereum foundation located in Zug (initiator known) -

non-profit foundation

◼ Mining reward ~ block every ~14s – ~2 ETH 

(“always”, unlike Bitcoin)

Vitalik Buterin

https://www.bitcoinmarketjournal.com/bitcoin-forks/
https://lightning.network/
https://en.wikipedia.org/wiki/Ethereum
https://cryptowat.ch/kraken/ethusd
https://github.com/ethereum/wiki/wiki/White-Paper


Ethereum History

◼ Olympic (past) – released 09.05.2015

◼ Last Ethereum Proof-of-Concept series

◼ “Olympic will feature a total prize fund of up to 25,000 ether” (now 3.5m USD)

◼ Frontier (past) - released 30.07.2015

◼ Main public network, “Beta”/use at your own risk

◼ Homestead (past) - released 14.03.2016

◼ Public network considered “stable”, integrate critical protocol changes

◼ Metropolis 

◼ Byzantium - released 16.10.2017

◼ Initial supports for ZKP (private smart contracts), reducing mining reward to 3 ETH

◼ Constantinople – released 27.02.2019

◼ Bitshifting, mining reward 2 ETH (delay difficulty bomb), other optimizations

◼ Istanbul - released 08.12.2019, gas cost changes, DDoS resilience, Zcash interop

◼ Muir Glacier- released 01.01.2020 (delay difficulty bomb)

◼ Serenity (future)

◼ Scalability, proof-of-stake, Sharding, ZKP

https://blog.ethereum.org/2015/05/09/olympic-frontier-pre-release/
https://medium.com/digitalassetresearch/understanding-byzantium-what-it-represents-to-the-ethereum-network-9de3d00d552a
https://www.coingecko.com/en/explain/ethereum_constantinople_hard_fork
https://www.coindesk.com/ethereums-istanbul-hard-fork-is-now-live
https://blog.ethereum.org/2016/09/22/ethereum-network-currently-undergoing-dos-attack/
https://medium.com/ethereum-cat-herders/ethereum-muir-glacier-upgrade-89b8cea5a210


2017

2016

Ethereum Stats

◼ Basic Stats

◼ 2nd in market cap ~ 20b USD

◼ Transactions (highest ~15.5 TPS) 

now ~826’000 per day

◼ Node count (~7’000 nodes)

◼ Blocksize ~25KB

◼ Accounts (95mio)

https://www.etherchain.org/charts
https://coinmarketcap.com/
https://etherscan.io/chart/tx
https://www.ethernodes.org/network/1
https://etherscan.io/chart/blocksize
https://etherscan.io/chart/address


Ethereum Stats

◼ 110mio ETH supply (stats)

◼ Increasing difficulty

◼ Mining in pools

◼ Ethermine + Sparkpool ~55%

2017

2019

https://ethstats.net/
https://www.poolwatch.io/coin/ethereum


Blocktime and Gas

◼ Block time: ~14-15s

◼ Ice age

◼ Smart Contracts are turing complete

◼ Every instruction needs to be paid for (example)

◼ Gas price ~13 gwei

◼ Gas price / Gas limit by miners

◼ If you run out of gas, state is reverted, ETH gone

https://www.cryptocompare.com/coins/guides/what-is-the-ethereum-ice-age/
http://etherscan.io/remix?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
https://www.ethgasstation.info/
https://forum.ethereum.org/discussion/1518/ether-unit-converter-wei-finney-szabo-btc
http://gavwood.com/paper.pdf


Blocktime and Gas

◼ Gas Price set by Miner

◼ Gas price ~13 gwei

◼ Miner decides which transaction at which 

gas price to include

◼ Market for TX

◼ Gas price too low, longer waiting time until 

TX will be included

◼ Units:
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http://gavwood.com/paper.pdf
https://www.ethgasstation.info/
https://forum.ethereum.org/discussion/1518/ether-unit-converter-wei-finney-szabo-btc


Ethereum smart contract

◼ Computation on EVM is "very expensive“: every 

contract is run on every full Ethereum node

◼ Result on every node is the same

◼ Global computer, always running, always correct

◼ For now, proof of work (PoW)

◼ But difficult with ASIC (memory-hard), starts at 1GB 

RAM for full node and miner (2GB RAM should be 

enough)

◼ Account-based

◼ 2 types: externally controlled, contract

◼ Both can have and send ether

◼ External accounts: controlled by private keys

◼ Contract accounts never executed on their own

◼ Contract accounts: controlled by code

◼ All action fired from externally controlled accounts

EVM

EVM

EVM

EVM

EVM

EVM

EVM

EVM

https://en.wikipedia.org/wiki/Ethereum#Virtual_Machine
https://github.com/ethereum/wiki/wiki/Ethash
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
https://ethereum.gitbooks.io/frontier-guide/content/account_types.html


Account vs UTXO - Introduction

Account-based

◼ Global state stores a list of accounts with 

balances and code

◼ Transaction is valid if the sending account has 

enough balance

◼ Balance on sender is deducted, new balance

◼ If the receiving account has code, the code runs, 

and state may be changed

◼ Signature must match sending account

UTXO-based

◼ Every referenced input must be valid and not yet 

spent

◼ Total value of the inputs must equal or exceed the 

total value of the outputs

◼ You always spend all outputs

◼ Transaction must have a signature matching the 

owner of the input for every input

◼ Script determines if input is valid
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https://news.bitcoin.com/mining-pool-btc-com-80-btc-fee-refund/


Account vs UTXO – Pros and Cons

Account-based

◼ Large space savings

◼ One input – one output – one signature

◼ Simplicity

◼ Easier to code and understand

◼ Easier for smart contracts (stateful scripting 

language)

UTXO-based

◼ Higher degree of privacy

◼ New address for each TX

◼ No replay attacks – no nonce required

◼ Allows transactions to be processed in parallel

◼ If outputs / inputs are separate
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Solidity - http://solidity.readthedocs.io

◼ Version Pragma - reject compiled with specific compiler versions

pragma solidity ^0.4.23; //not before 0.4.23, not after 0.5.0

◼ Comments

// This is a single-line comment.

/*

This is a

multi-line comment.

*/

◼ Contract with State Variables (state change is expensive!)

pragma solidity ^0.5.7;

//minimal contract

contract Example1 {

uint256 counter;

}

https://learnxinyminutes.com/docs/solidity/

https://solidity.readthedocs.io/en/v0.5.7/

http://solidity.readthedocs.io/
https://learnxinyminutes.com/docs/solidity/
https://solidity.readthedocs.io/en/v0.5.7/


Example

◼ Installation

◼ yarn install

◼ ./node_modules/.bin/webpack-dev-server

◼ Open Browser: http://localhost:8080/
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https://github.com/tbocek/VSS-WEB3
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Questions?

Dr. Thomas Bocek

thomas.bocek@hsr.ch

mailto:thomas.bocek@hsr.ch

