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Distributed Systems - In the News

◼ 15.05.2020: The Unattributable "db8151dd" Data 

Breach

◼ Data breach with almost 90GB of personal 

information

◼ via a publicly accessible Elasticsearch instance

◼ Troy Hunt: “I've absolutely no idea where it came 

from, nor does anyone else I've worked on with 

this”

◼ “Looks very much like a data aggregator but I can't 

attribute it”

◼ “this isn't a scrape from, say, a public LinkedIn 

page”

◼ Covve: Scan and digitize business cards

◼ “It appears at this stage that contact data such as 

name and contact details was accessed, that the 

data cannot be associated with specific users and 

no user passwords were compromised”

https://www.troyhunt.com/the-unattributable-db8151dd-data-breach/
https://en.wikipedia.org/wiki/Troy_Hunt
https://covve.com/opinion/security-incident/
https://covve.com/features


Distributed Systems - In the News

◼ 15.05.2020: The CPU Cost of 

Networking on a Host

◼ About impact of processing 

network packets on the workloads 

→  cost of networking in terms of 

CPU cycles 

◼ Attribute network CPU cycles to 

any process running at that 

moment

◼ E.g, top reports 99%, CPU can 

spend 60% packet processing, 39% 

on the actual task

◼ OpenSSL 

◼ 22Gbps: 10 sec: ~2sec openssl, 

~8sec packet processing

◼ 10.05.2020: What every developer should know about 

TCP

◼ remember one thing about TCP:

◼ “You can’t send data faster than the speed of light, but what 

you can do is put your servers closer to the clients and re-

use connections to avoid the cold start penalty”

◼ 15.05.2020: The most recent attempt to launder stolen 

UPbit hacked funds involves an array of well-known 

exchanges

◼ Korean Upbit exchange was hacked on November 2019 

~50m USD stolen, 340K ETH

◼ Clain: platform for bitcoin analytics

◼ If you steal cryptocurrency, how to convert it to FIAT → 

money laundering

https://people.kernel.org/dsahern/the-cpu-cost-of-networking-on-a-host
https://robertovitillo.com/what-every-developer-should-know-about-tcp/
https://blog.clain.io/upbit-stolen-ethereum-being-laundring-through-binance-huobi-and-okex/
https://clain.io/


Distributed Systems - In the News

◼ UpBit to Byex

◼ Bxep to Huobi

◼ Money laudring?



5

Questions?

Dr. Thomas Bocek

thomas.bocek@hsr.ch

mailto:thomas.bocek@hsr.ch

