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Browser
   |
   | HTTP :80
   v
+----------------------------------+
|           Nginx 1.27             |
|  Load Balancer + Static Server   |
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/api/*

+----------------------------------+
   |    round-robin  /api/*
   +------------------+
   |                  |
   v                  v
+----------+    +----------+
| backend1 |    | backend2 |   FastAPI (Python 3.13)
|  :8000   |    |  :8000   |   Uvicorn ASGI
+----------+    +----------+
       \              /
        \            /
         v          v
      +------------------+
      |   PostgreSQL 18  |
      |   swipelearning  |
      +------------------+

1. Browser öffnen  →  Nginx liefert index.html + statische Dateien

2. Registrieren / Einloggen
   POST /api/auth/register oder /api/auth/login
   →  Nginx  →  backend1 oder backend2 (Round-Robin)
   →  Passwort mit bcrypt geprüft / gehashed
   →  Access-Token (15 min) + Refresh-Token (7 Tage) zurück an Browser
   →  Refresh-Token wird als SHA-256-Hash in PostgreSQL gespeichert

2b. Token erneuern (automatisch im Hintergrund, nach 15 min)
   POST /api/auth/refresh (Refresh-Token im Request-Body)
   →  Nginx  →  backend1 oder backend2
   →  Alter Refresh-Token wird sofort ungültig (Rotation)
   →  Neues Access-Token + neues Refresh-Token zurück

3. Decks laden
   GET /api/decks/  (JWT im Authorization-Header)
   →  Nginx  →  backend1 oder backend2
   →  Instanz prüft JWT lokal (kein Session-Store nötig)
   →  SQLAlchemy-Query an PostgreSQL
   →  JSON-Antwort zurück

4. Karte swipen
   POST /api/decks/{id}/study
   →  gleicher Flow wie 3.
   →  Lernfortschritt wird in DB gespeichert
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/api/*

swipelearning/
├── backend/
│   ├── app/
│   │   ├── api/
│   │   │   ├── endpoints/
│   │   │   │   ├── auth.py       # Register, Login, Refresh, Logout, Me
│   │   │   │   ├── decks.py      # CRUD Decks
│   │   │   │   ├── cards.py      # CRUD Cards + Study-Modus
│   │   │   │   └── health.py     # Health-Endpoint (zeigt Instanzname)
│   │   │   ├── deps.py           # JWT-Validierung als Dependency
│   │   │   └── routes.py         # Router-Aggregation
│   │   ├── core/
│   │   │   ├── config.py         # Konfiguration via Env-Variablen
│   │   │   └── security.py       # Passwort-Hashing, JWT-Erstellung
│   │   ├── db/
│   │   │   ├── database.py       # SQLAlchemy Engine + Session
│   │   │   └── init_db.py        # DB-Initialisierung mit Advisory Lock
│   │   ├── models/               # SQLAlchemy ORM-Modelle (user, deck, card, refresh_token)
│   │   ├── schemas/              # Pydantic Request/Response-Schemas
│   │   ├── services/             # Business-Logic (auth_service)
│   │   └── main.py               # FastAPI App-Factory
│   ├── requirements.txt
│   └── run.py
├── frontend/
│   ├── index.html                # Single Page Application
│   ├── css/style.css
│   └── js/
│       ├── api.js                # Fetch-Wrapper + Token-Verwaltung + Auto-Refresh
│       └── app.js                # UI-Logik, Swipe, Card-Flip
├── docker/
│   ├── backend.Dockerfile
│   ├── frontend.Dockerfile
│   └── nginx.conf                # Upstream-Pool + Location-Regeln
├── k6/
│   ├── load_test.js              # k6 Lasttest-Szenario
│   └── k6_test.md                # Dokumentierte Ergebnisse
├── loadtest/
│   ├── ab_test.sh                # Apache Bench via Docker
│   └── ab_test.md                # Dokumentierte Ergebnisse
├── .env.example                  # Template für SECRET_KEY

Yves Fricker / SwipeLearning · GitLab https://gitlab.ost.ch/yves.fricker/swipelearning

3 of 7 5/11/26, 09:12



• 

• 

.env SECRET_KEY

init_db()

swipelearning-db db:5432

swipelearning-backend1 backend1:8000

swipelearning-backend2 backend2:8000

swipelearning-nginx localhost:80

GET /api/decks/

└── docker-compose.yml            # Vollständige Cluster-Definition

cp .env.example .env

python -c "import secrets; print(secrets.token_hex(32))"

docker compose up --build

# Eine Instanz abschalten — System läuft weiter
docker stop swipelearning-backend1-1

# Instanz wieder starten
docker start swipelearning-backend1-1

k6 run k6/load_test.js
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https://www.docker.com/products/docker-desktop/
https://www.docker.com/products/docker-desktop/
http://localhost/
http://localhost/


SECRET_KEY

POST /auth/
logout

Authorization

sub exp

escHtml()

docker run --rm httpd:alpine ab -n 1000 -c 100 http://host.docker.internal/api/health
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SECRET_KEY backend1

backend2

pg_advisory_xact_lock CREATE TABLE

create_all()

proxy_next_upstream error timeout

backend1

backend2

docker-compose.yml

upstream backend_pool nginx.conf

requirements.txt >= pip freeze

refresh_tokens
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