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backend-1 backend-2 127.0.0.11 resolver 127.0.0.11 valid=5s

backend-1

proxy_next_upstream error timeout http_502 http_503 http_504 backend-2

max_fails=3 fail_timeout=10s backend-1

backend-1 fail_timeout

Authorization: Bearer …

Backend Cluster

Nginx — port 8888

round-robin round-robin

read/write read/write

backend-1
FastAPI · 2 workers

backend-2
FastAPI · 2 workers

/api/* → backend_cluster
round-robin + failover

/* → frontend
React SPA

Browser

frontend
Vite / React

postgres
PostgreSQL 17
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PostgreSQLBackendBrowser

Access token in JS memory only

Refresh token in cookie, JS cannot read it

POST /api/users/login

SELECT user WHERE username = ?

user row

bcrypt.verify(password, hash)

INSERT refresh_token (SHA-256 hash, 7d expiry)

200 access_token in body

Set-Cookie: refresh_token (httpOnly)

PostgreSQLBackendBrowser

PostgreSQLBackendBrowser

Pure crypto, zero DB queries

GET /api/orders/ + Authorization: Bearer token

Verify JWT signature and exp claim

SELECT orders WHERE user_id = ?

orders

200 orders
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• 

document.cookie localStorage

• /api/users

• 

• 

• 

• 

COMPLETED

• PENDING SELECT FOR UPDATE 

SKIP LOCKED

python:3.13-slim

PostgreSQLBackendBrowser

Browser retries original request automatically

GET /api/orders/ + expired token

401 Unauthorized

POST /api/users/refresh + Cookie: refresh_token

SELECT WHERE hash = SHA256(cookie value)

token row

DELETE old token

INSERT new token (rotation)

200 new access_token in body

Set-Cookie: new refresh_token (old one is gone)

PostgreSQLBackendBrowser

PostgreSQLBackendBrowser

Access token wiped from JS memory

Stolen token is now invalid server-side

POST /api/users/logout + Cookie: refresh_token

DELETE refresh_token WHERE hash = SHA256(cookie)

204 + Set-Cookie: refresh_token (cleared)
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node:24-slim

postgres:18

nginx:1.30

Application startup complete.

localhost:5432 franz / franz-secret

wrk

backend-1 wrk

backend-1

GET /api/orders/

• orders(user_id, created_at) WHERE user_id = ? ORDER BY created_at DESC

• orders(status, limit_price) WHERE status = PENDING AND limit_price IS NOT NULL

• holdings(user_id) WHERE user_id = ?

git clone <repository-url>
cd franz-finances
docker compose up --build

./loadtest/run.sh

./loadtest/run.sh --baseline
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http://localhost:8888/
http://localhost:8888/
http://localhost:8080/nginx_health
http://localhost:8080/nginx_health


# Terminal 1 — watch which backend handles each request
true;

curl -s http://localhost:8888/api/health | python3 -m json.tool
sleep 1

# Terminal 2 — kill one backend
docker compose stop backend-1
# Terminal 1 continues without errors — all traffic moves to backend-2

# Bring it back
docker compose start backend-1
# Round-robin resumes automatically

# Rebuild after code changes
docker compose up --build

# Rebuild a single service
docker compose up --build backend-1 backend-2

# Database access
docker compose exec postgres psql -U franz -d franzfinances

# Useful queries
SELECT  FROM orders ORDER BY created_at DESC LIMIT 20;
SELECT  FROM holdings;

# Follow logs
docker compose logs -f backend-1 backend-2
docker compose logs -f nginx

# Remove all containers and volumes (⚠ deletes all data)
docker compose down -v
docker compose up --build

franz-finances/
├── backend/                  # FastAPI application
│   ├── app/
│   │   ├── main.py           # app factory, lifespan, limit-order background task
│   │   ├── config.py         # settings (DATABASE_URL, JWT_*, INSTANCE_ID)
│   │   ├── auth.py           # JWT encode/decode, stateless get_current_user
│   │   ├── models.py         # SQLModel ORM models
│   │   ├── schemas.py        # Pydantic request/response schemas
│   │   ├── processor.py      # order execution + limit-order polling
│   │   ├── resolver.py       # ISIN / ticker symbol lookup
│   │   ├── database.py       # async SQLAlchemy engine (pool_size=20)
│   │   └── routers/
│   │       ├── orders.py     # order placement, preview, history
│   │       ├── portfolio.py  # holdings and balance
│   │       └── users.py      # register, login, refresh, logout
│   ├── Dockerfile
│   ├── entrypoint.sh         # sets INSTANCE_ID, starts uvicorn --workers 2
│   └── requirements.txt
├── frontend/                 # React + Vite + Tailwind
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/api/users/register

/api/users/login

/api/users/refresh

/api/users/logout

/api/orders/preview

/api/orders/

/api/orders/

/api/orders/{id}

/api/orders/{id}

/api/orders/{id}

/api/orders/search?q=AAPL

/api/orders/price/{ticker}

/api/portfolio/

/api/health {"status":"ok","instance":"backend-1"}

│   ├── src/
│   │   ├── App.jsx
│   │   ├── api.js
│   │   └── ...
│   └── Dockerfile
├── nginx/
│   └── nginx.conf            # upstream, DNS resolver, failover config
├── loadtest/
│   └── run.sh                # wrk-based 3-phase load test
└── docker-compose.yml        # full-stack orchestration
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max_connections=200

Kevin Spath / franz-finances · GitLab https://gitlab.ost.ch/kevin.spath/franz-finances

8 of 8 5/11/26, 18:50


