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• GatewayConfig UDPRoute

• externalTrafficPolicy: Local
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cahoot-db 5432

K8s Cluster

WebRTC Traffic
(UDP 3478 / TLS 443)

Authenticated Relay

SFU Forwarding (P2P)

STUNner LoadBalancer

LiveKit Pods

Client Browser

Other Participants

--dev

# 1. Clone the repository
git clone https://gitlab.ost.ch/joris.haenseler/dsys-cahoot-light.git
cd dsys-cahoot-light

# 2. Copy the example environment file (defaults work out-of-the-box)
cp .env-example .env

# 3. Start all services (PostgreSQL, Valkey, LiveKit, Go Backend, Vue Frontend)
docker-compose up --build -d
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cahoot-valkey 6379

cahoot-livekit 7880 7881 7882/udp 7801

cahoot-backend-1 8080

cahoot-frontend 80

POSTGRES_USER=postgres
POSTGRES_PASSWORD=password
POSTGRES_DB=cahoot

DB_HOST=db
DB_PORT=5432

VALKEY_HOST=valkey
VALKEY_PORT=6379

JWT_SECRET=local_dev_secret

VITE_BACKEND_URL=http://localhost:8080
VITE_WS_URL=ws://localhost:8080

LIVEKIT_URL=http://localhost:7880
LIVEKIT_API_KEY=devkey
LIVEKIT_API_SECRET=secret

docker-compose down -v # -v also removes the named volume (pgdata)

kubectl get pods -n dsys-cahoot-light
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useLiveKit

• Authorization: Bearer

• HttpOnly

• 

• 

• 

• 

• Access-Control-Allow-Credentials

/health

/api/v1/game/join

kubectl delete pod <backend-pod-name> -n dsys-cahoot-light

kubectl delete pod <livekit-pod-name> -n livekit

kubectl delete pod <stunner-pod-name> -n stunner

kubectl delete pod <valkey-pod-name> -n dsys-cahoot-light

kubectl delete pod <postgres-pod-name> -n dsys-cahoot-light

docker run --rm -i \
-e GAME_PIN 123456 \
-e BASE_URL https://dsys-cahoot-light.jorishaenseler.ch/api/v1 \
-e HEALTH_URL https://dsys-cahoot-light.jorishaenseler.ch/health \

  grafana/k6 run - < scripts/load-test.js
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401 Unauthorized

101 Switching Protocols

users username 'teacher_%';

# Install
brew install hey

# Remote endpoint
./scripts/hey-load-test.sh https://dsys-cahoot-light.jorishaenseler.ch/health 500 5000

# Local endpoint (interactive menu)
./scripts/hey-load-test-local.sh

# Local – public health check
./scripts/hey-load-test-local.sh http://localhost:8080/health 100 10000

# Local – protected quiz list (DB read + JWT auth)
TOKEN $(curl -s -X POST http://localhost:8080/api/v1/login \
-H "Content-Type: application/json" \
-d '{"username":"loadtester","password":"password123"}' | grep -o '"token":"[^"]*' | grep -o '[^"]*$')

./scripts/hey-load-test-local.sh http://localhost:8080/api/v1/quizzes 100 10000 $TOKEN

Requests/sec: 20 781
Average:      0.0047 s
Fastest:      0.0004 s

Requests/sec:   1523
Average:        0.098 s

curl -i -N \
-H "Connection: Upgrade" -H "Upgrade: websocket" \
-H "Host: localhost:8080" -H "Origin: http://localhost:8080" \
-H "Sec-WebSocket-Key: MTIzNDU2Nzg5MDEyMzQ1Ng==" \
-H "Sec-WebSocket-Version: 13" \

  http://localhost:8080/api/v1/game/ws

TOKEN $(curl -s -X POST http://localhost:8080/api/v1/game/join \
-H "Content-Type: application/json" \
-d '{"game_id":"TEST1","username":"TestStudent"}' | grep -o '"token":"[^"]*' | grep -o '[^"]*$')

curl -i -N \
-H "Connection: Upgrade" -H "Upgrade: websocket" \
-H "Host: localhost:8080" -H "Origin: http://localhost:8080" \
-H "Sec-WebSocket-Key: MTIzNDU2Nzg5MDEyMzQ1Ng==" \
-H "Sec-WebSocket-Version: 13" \
"http://localhost:8080/api/v1/game/ws?token=$TOKEN"

Joris Hänseler / dsys-cahoot-light · GitLab https://gitlab.ost.ch/joris.haenseler/dsys-cahoot-light

7 of 8 5/6/26, 13:06



• 

Joris Hänseler / dsys-cahoot-light · GitLab https://gitlab.ost.ch/joris.haenseler/dsys-cahoot-light

8 of 8 5/6/26, 13:06


