
Docker Compose

HTTP :8080 (API calls) HTTP :8082 (SPA)

nginx-proxy
:8080 → API

:8082 → Frontend

api
Go / chi
:8081

frontend
nginx
:5173

postgres
:5432

Browser
(React / Vite)
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nginx-proxy

api

frontend

postgres

• passwordmanager:<userId>

• 

• Map

• 

• 

• /refresh

/signup /login /refresh /info Bearer Authorization

users

bigserial id PK

varchar username

text password

refresh_tokens

varchar token_hash PK

int user_id FK

timestamp expires_at

timestamp created_at

vaults

bigserial id PK

varchar name

bigint userid FK

passwords

bigserial id PK

bigint vaultid FK

varchar name

text url

varchar username

text password

varchar iv

varchar tag

text notes

has owns

contains

POST   /signup
POST   /login
POST   /refresh
GET    /info
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• 

• 

GET    /users/
GET    /users/{userID}
DELETE /users/{userID}

GET    /users/{userID}/vaults/
POST   /users/{userID}/vaults/
GET    /users/{userID}/vaults/{vaultID}
DELETE /users/{userID}/vaults/{vaultID}

GET    /users/{userID}/vaults/{vaultID}/passwords/
POST   /users/{userID}/vaults/{vaultID}/passwords/
GET    /users/{userID}/vaults/{vaultID}/passwords/{passwordID}
PUT    /users/{userID}/vaults/{vaultID}/passwords/{passwordID}
DELETE /users/{userID}/vaults/{vaultID}/passwords/{passwordID}

# 1. Build the Go API binary
cd api
go build -o api .
cd ..

# 2. Build the frontend
cd frontend
npm install
npm run build
cd ..

# 3. Start the stack
docker compose up

docker exec -i 2password-db psql -U myuser -d mydatabase < postgres/db-init.sql

.
├── api/                  # Go backend
│   ├── main.go
│   ├── http/http.go      # Route definitions and handlers
│   ├── db/db.go          # PostgreSQL queries (pgx/v5)
│   ├── crypto/crypto.go  # AES-GCM + scrypt utilities (server-side)
│   └── structs/          # Shared types
├── frontend/             # React + Vite SPA
│   ├── src/
│   │   ├── crypto.js     # Client-side PBKDF2 + AES-GCM (Web Crypto API)
│   │   ├── masterKey.js  # In-memory key cache
│   │   ├── api.js        # Fetch wrappers + token refresh logic
│   │   └── components/   # Login, Signup, Dashboard, VaultList, PasswordList, …
│   └── nginx.conf
├── loadbalancer/
│   └── nginx.conf        # Reverse proxy config (ports 8080 / 8082)
├── postgres/
│   └── db-init.sql       # Schema (users, vaults, passwords, refresh_tokens)
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http://localhost:8082/
http://localhost:8082/
http://localhost:8080/
http://localhost:8080/


└── compose.yml
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