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# 1. Repository clonen
git clone <repository-url>
cd doctopus

# 2. Environment-Variablen setzen
cat > .env <<
POSTGRES_USER=doctopus
POSTGRES_PASSWORD=secretpassword
POSTGRES_DB=doctopus_db
ADMIN_PASSWORD=admin123

JWT_SECRET=your-super-secret-jwt-key-here

ENV=development
INSTANCE_NAME=api-instance
DB_HOST=db
DB_USER=doctopus
DB_PASSWORD=secretpassword
DB_NAME=doctopus_db
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# 3. Docker Compose ausfihren

docker compose down
docker compose build --no-cache
docker compose up -d

# 4. Zugriff

# Frontend: http://localhost:8080

# Backend API: http://localhost:8080/api
# Health: http://localhost:8080/health

ADMIN_PASSWORD

Claude Bregenzer / Doctopus - GitLab

access_token
"access"

refresh_token

"user": "admin",

"type": "access",
"exp": 1234567890,
"iat": 1234567800

POST /auth/login
- Body: { username, password }
- Response: { status: "logged in" }

- Sets: access_token, refresh_token (Cookies)

POST /auth/refresh
- Reads: refresh_token (Cookie)
- Response: { status: "token refreshed" }
- Updates: access_token (Cookie)

POST /auth/logout
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Clears: access_token, refresh_token (Cookies)
Response: { status: "logged out" }

/health
Response: { instance: "api-1" | "api-2" }
Used by Load Balancer

/api/documents
Requires: access_token Cookie
Response: [{ id, title, content, author, created_at, updated_at }]

POST /api/documents
- Requires: access_token Cookie
Body: { title, content }
Response: { id, title, content,

/api/documents/:id
Requires: access_token Cookie
Response: { id, title, content,

/api/documents/:id

Requires: access_token Cookie
Body: { title, content }
Response: { id, title, content,

DELETE /api/documents/:id
- Requires: access_token Cookie
- Response: 200 0K

doctopus/
# Go Backend
# Server Entry Point
# Go Dependencies
dockerfile # Backend Container
auth/
F—— jwt.go # JWT Token Generation & Verification
F—— middleware.go # JWT Middleware

— user.go # User Management
ntend/ # Next.js Frontend

fr

o

src/

|— app/

F—— page.tsx # Home/Dashboard
pages/

F—— login/ # Login Page
L— dashboard/ # Dashboard
layout.tsx

T

components/

T

Editor.tsx # AsciiDoc Editor
L— DocsTable.tsx
# API Client (fetch wrapper)

T T

package.json

tsconfig.json

Dockerfile # Frontend Container
README . md

rrr— T

o
o
S~

# Database
init.sql # Database Initialization
F—— insert_docs.sql # Sample Documents

T
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L— dockerfile # DB Container (if needed)
F—— b/ # Load Balancer

| L nginx.conf # Nginx Configuration
F—— compose.yml # Docker Compose Setup
L

.env # Environment Variables

# Go Module abhangigkeiten installieren
cd backend
go mod tidy

# Backend lokal starten (+ .env setzen)
go run main.go

# Tests ausfihren
go test ./...

github.com/golang-jwt/jwt/v5

golang.org/x/crypto
github.com/lib/pq

# Dependencies installieren
cd frontend
npm install

# Development Server starten (Port 3000)
npm run dev

# Build fUr Production
npm run build

# Production Server starten
npm run start

# Linting

npm run lint

# PostgreSQL Container durchsuchen
docker exec -it doctopus-db-1 psql -U doctopus -d doctopus_db

# Beispiel Queries
SELECT * FROM users;
SELECT * FROM documents;

postgres:18-alpine
postgres_data:/var/lib/postgresql/data
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golang:1.23-alpine

nginx:1.29-alpine

# Services hochfahren
docker compose up -d

# Logs anschauen
docker compose logs -f backend-1
docker compose logs -f 1b

# Services herunterfahren
docker compose down

# Volumes 1oschen (WARNUNG: Datenbank wird geléscht!)
docker compose down -v

# Neu bauen ohne Cache
docker compose build --no-cache

localhost:3000

refresh_token

access_token=...

# Backend Logs
docker compose logs backend-1 -f

# Database Logs
docker compose logs

# Nginx Logs
docker compose logs

# Alle Logs

docker compose logs

# Database
POSTGRES_USER=doctopus # PostgreSQL User
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POSTGRES_PASSWORD=secret PostgreSQL Password
POSTGRES_DB=doctopus_db Database Name

ADMIN_PASSWORD=adminl23 Initial Admin Password

# JWT
JWT_SECRET=your-secret-key HMAC Secret (min. 32 Zeichen!)

# Environment
ENV=development|production development = insecure cookies, produ
INSTANCE_NAME=api-1 Instance Identifier

# Backend Database Connection

DB_HOST=db Database Host
DB_USER=doctopus Database User
DB_PASSWORD=secret Database Password
DB_NAME=doctopus_db Database Name

CREATE TABLE users (
id SERIAL PRIMARY KEY,
username VARCHAR(255) UNIQUE NOT NULL,
password_hash VARCHAR(255) NOT NULL,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

CREATE TABLE documents (
id SERIAL PRIMARY KEY,
title VARCHAR(255) NOT NULL,
content TEXT NOT NULL,
author VARCHAR(255),
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
updated_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

.env JWT_SECRET=...

docker compose down
docker system prune -f

docker compose build --no-cache

docker compose up -d
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docker compose down -v # Volumes loschen

docker compose up -d # Neu starten
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