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Goal

* Periodic status check for http endpoints

* Persistent records for past uptime

e Groups for collaborative projects

 OpenAPIl import so that existing projects can easily be monitored

 Postman import so that existing collections can be migrated
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Authentication

* Login

Backend DB
Browser
POST /auth/login
>
verify password
>
JWT + HttpOnly cookie
4 ....................................
GET /api/me
>
200 OK
4 ....................................
Backend DB
Browser

« JWT Expired

Backend
Browser
GET /api/me

>
401 (JWT expired)

4 ....................................
POST /auth/refresh

>

validate + rotate token

DB

new JWT + new cookie
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>
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 Volume for DB

Persistance

groups
int id PK
varchar | name UK

user_groups

int

user_id

FK

int

group_id

FK

owns

users
int id PK
varchar username UK
boolean is_admin
owns has
websites refresh_tokens
int id PK int id PK
varchar | url int user_id FK
int owner_user_id FK varchar token_hash
int owner_group_id | FK timestamptz | expires_at
has
checks
int id PK
int website_id FK
varchar | status
int response time ms




Performance
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e Limits / Scaling

10 db connections per backend instance
pool = await asyncpg.create_pool(DATABASE_URL, max_size=50)

1 worker per backend
CMD [IIUVicorn", "SFC_main:app", "--hOSt", II0.0.0.0II, II__portll, II8000II, II__
workers", "4"]

p99=2 ms

p99=12 ms
p99=60 ms
p99=120 ms



Design Choices

 Native JS, HTML & CSS
 Nginx as Reverse Proxy, Load-Balancer

WS for Up and Down status no need to refresh



