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DSA — Lecture 1 : Bitcoin / Ethereum

m “Issues” with Bitcoin

Slow development, implementing new features difficult

SegWitvs. BTU (segregated witness vs. increasing block size
voting)

Bitcoin Script limited
Lightning network

B Ethereum (1 ETH ~230%)

Generalized blockchain (loops, arithemitcs, etc. )
«Blockchain 2.0» with smart contracts
White paper released in December 2013, release July 2015

Ethereum foundation located in Zug (initiator known) - non-
profit foundation

Mining reward ~ block every ~14s — ~3 (2) ETH

R W
Vitalik Buterin
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https://bitcoinmagazine.com/articles/countdown-segwit-these-are-dates-keep-eye/
https://cryptowat.ch/kraken/ethusd
https://github.com/ethereum/wiki/wiki/White-Paper

Ethereum History

m Olympic (past) —released 09.05.2015

Last Ethereum Proof-of-Concept series
“Olympic will feature a total prize fund of up to 25,000 ether” (now 15.6m USD)

®m Frontier (past) - released 30.07.2015

Main public network, “Beta”/use at your own risk

®m Homestead (past) - released 03.14.2016
Public network considered “stable”, Integrate critical protocol changes

m Metropolis (Byzantium, now) - released 16.10.2017

Initial supports for ZKP (private smart contracts), reducing mining reward to 3 ETH

m Metropolis (Constantinople, future) (Testnet Ropsten, 14.10.2018)

Foundations for proof-of-stake, account-abstraction (define external accounts with
smart contract)

m Serenity (future)
Scalability, proof-of-stake, Sharding, ZKP
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https://blog.ethereum.org/2015/05/09/olympic-frontier-pre-release/
https://medium.com/digitalassetresearch/understanding-byzantium-what-it-represents-to-the-ethereum-network-9de3d00d552a
https://www.coindesk.com/testing-for-ethereums-upcoming-hard-fork-is-being-delayed/
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Evolution of the Ethereum USD price
Click and drag in the plot area to zoom in

2nd (again) in market cap ~ 23b USD
Transactions (highest ~15 TPS)

470'000 per day
Blocksize ~25KB

Accounts (46mio)
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https://www.etherchain.org/charts
https://coinmarketcap.com/
https://etherscan.io/chart/tx
https://etherscan.io/chart/blocksize
https://www.etherchain.org/charts/totalAccounts
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https://ethstats.net/

Ethereum Stats
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Difficulty Evolution

m 102mio ETH supply (stats) 2016

Difficulty

B Increasing difficulty
Mining in pools
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oT

7

N DO A v
P S S S
PR A gt
] O B O

%,
%,

Hashrate distribution of mining pools DI R S S S S O S S S S S M

eth.pp.ua: 0.0 %

— Ethereum Block Difficulty Growth Chart
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https://ethstats.net/
https://etherchain.org/statistics/miners

Blocktime and Gas

APPENDIX G. FEE SCHEDULE

The fee schedule (7 is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract
operations that a transaction may effect.

Name Value Description®
. B I 0 C k t I m e '~ 14_ 158 (e 0 Nothing paid for operations of the set W. ...
" Ghase 2 Amount of gas to pay for operations of the set Wigee.
(T 3 Amount of gas to pay for operations of the set Wi eryiow-
Glow 5  Amount of gas to pay for operations of the set Wy,,.
|Ce a! ]e Grnid 8  Amount of gas to pay for operations of the set W, .
Ghigh 10 Amount of gas to pay for operations of the set Wy -
Gaztends 700  Amount of gas to pay for operations of the set Werrcode.
- Glhalanca 400  Amount of gas to pay for a BALANCE operation.
. CO n t r aCtS ar e tu rl n g C O m p | ete G atoad 200 Paid for a SLOAD operation.
G jumpdest 1 Paid for a JUMPDEST operation.
Glaser 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
M M M f I Gareget 5000 Paid for an SSTORE operation when the storage value's zeroness remains unchanged or is set to zero.
Eve ry Instru Ctl On needs to be pal d Or (exam Q e) Ractear 15000  Refund given (added into refund counter) when the storage valie is set to zero from non-zero.
Ravicide 24000  Refund given (added into refund counter) for suiciding an account.
Gluteide 5000  Amount of gas to pay for a SUICIDE operation.
- - - Cereate 32000 Paid for a CREATE operation.
. G a.S P rl C e / G a.S L I m I t by TX G codedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.
Geatt T00  Paid for a CALL operation.
. Geaativalue 9000  Paid for a non-zero value transfer as part of the CALL operation.
G;:,,“_m,,,:,.,f 2300 A stipend for the called contract subtracted from G..puarue for a non-zero value transfer.
If yo u ru n OUt Of ga51 State IS reve rted b} ET H g One Grewaecount 25000 Paid for a CALL or SUICIDE operation which creates an account.
Cerp 10 Partial payment for an EXP operation.
[ m— 10 Partial payment when multiplied by [log,.,(exponent)] for the EXP operation.
Z memory 3 Paid for every additional word when expanding memory.
Gixcreate 32000 Paid by all contract-creating transactions after the Homestead transition.
Bt e 4 Paid for every zero byte of data or code for a transaction.
. Girdatanonsera 68  Paid for every non-zero byte of data or code for a transaction.
Average block time of the Ethereum Network I e i
Source: etherchain.org Glog 375 l’a?‘tia_l payment 1'01_' a LOG opemtio_n, )
Click and drag in the plot area to zoom in Cfugdum _? l’a?d 1_01' each bytfe in _a. LOG 01)e1'a,tu_311 s data.
Glogtopic 375 Paid for each topic of a LOG operation.
40 Gahas 30 Paid for each SHA3 operation.
G ahaBuword G Paid for each word (rounded up) for input data to a SHA3 operation.
Geopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.
Ghlockhash 20 Payment for BLOCKHASH operation.
30
w
@
£
~ 20 Wi.ero = {STOP, RETURN}
g Wiase = {ADDRESS, ORIGIN, CALLER, CALIVALUE, CALLDATASIZE, CODESIZE, GASPRICE, COINBASE,
@ TIMESTAMP, NUMBER, DIFFICULTY, GASLIMIT, POP, PC, MSIZE, GAS}
0 Woerytew = {ADD, SUB, NOT, LT, GT, SLT, SGT, EQ, ISZERO, AND, OR, XOR, BYTE, CALLDATALOAD,

MLOAD, MSTORE, MSTORES, PUSH*, DUP*, SWAP*}
Wiw = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND}
—— W = {ADDMOD, MULMOD, JUMP} —
[} HSR 0 Whign = {JUMPT}

o o FUR TECHNIK 0, <0, 0, Westecode = {EXTCODESIZE}
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https://www.cryptocompare.com/coins/guides/what-is-the-ethereum-ice-age/
http://etherscan.io/remix?txhash=0x0866b19264d5f6c1b2040353557f0c057f95fb51a0de0209012d87b26bf201f2
http://gavwood.com/paper.pdf

Gas: Ethereum’s Fuel

m Price that is paid for running a transaction or ®m Computation on EVM is "very expensive‘:
a contract every contract is run on every full Ethereum

Should match the HW resources node

. : Result on every node is the same
m Similar to the use of Kilowatts (kW) for 4

correct

m Current Price: https://ethgasstation.info . £ of < (PoW

Current Gas Price (02.10.18): 8.6 Gwei ® For now, proof of work (PoW)

_ _ _ _ But difficult with ASIC (memory-hard), starts

m Every instruction needs to be paid for in at 1GB RAM for full node and miner (2GB

advance RAM should be enough)
m If you run out of gas, state is reverted, ETH

gone
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https://ethgasstation.info/
https://en.wikipedia.org/wiki/Ethereum#Virtual_Machine
https://github.com/ethereum/wiki/wiki/Ethash
https://gavofyork.gitbooks.io/turboethereum/content/mining.html
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What is an ICO

® An initial coin offering (ICO) is a means of m ICOs delivered at least 3.5x more capital
crowdfunding to blockchain startups than VC since 2017
Tokensale - release of a new cryptocurrency Blockchain And
1490 listed cryptocurrencies with a Blockchain-Adjacent
marketcap, 4942 with coinlib.io Dollar Volume By
B ICOs vs [POs Funding Round Type,

2017-2018 YTD
ICO little regulation, IPO are heavily

regulated
ICO short in duration, IPO much longer
IPO are exclusive, ICO are open to anyone crunchbase news
® TechCrunch: Over 1000 Crypto Projects Are m Wall Street Journal: 20 percent of all ICOs
Considered ‘Dead’ Now are fraudulent

B SATIS Group Report: “78% of ICOs are
Scams’
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https://coinmarketcap.com/all/views/all/
https://coinlib.io/coins
https://cointelegraph.com/news/techcrunch-over-1000-crypto-projects-are-considered-dead-now
https://deadcoins.com/
https://techcrunch.com/2018/03/04/icos-delivered-at-least-3-5x-more-capital-to-blockchain-startups-than-vc-since-2017/
https://cryptoslate.com/satis-group-report-78-of-icos-are-scams/

Total amount raised by all ICOs in total ($)

I usD

raised
2,000,000,000

Source: icodata.io

1,500,000,000

Funds raised in 2017

Total raised: $6,137,710,958

Funds raised in 2018

Total raised: $6,802,417,082
Number of ICOS: 873

Raised

Number of ICOS: 1068
1,000,000,000

500,000,000
0 —
o O o ) (€ WY o et ot et et January March May July
50“03 ‘\)'o \‘Nb‘ PO AT 0y P‘:e‘? ‘(\000\:?040(2\;0‘3&0 February April June August
Month
2017 2018

Source; icodata.io



https://www.icodata.io/stats/2018
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https://www.coinschedule.com/

ICO countries and categories

Number of projects Total Raised
. % of Projects Total Raised . % of Projects Total Raised
1 USA 16.3% 875m $ 1 Russia 7.2% 1003m $
2 UK 9.6% 173m $ 2 1ISA 16 3% 875m &

3 Singapore 7.5% 316m $ ‘ 3 Switzerland 6.8% 540m $ \
' Z2% ingapore 7.5% m
5 Switzerland 6.8% 540m $ 5 UK 9.6% 173m $

6 Estonia 4.1% 35m $ 6 Estonia 4.1% 35m $
7 Australia 3.2% 31m $ 7 Australia 3.2% 31m $
[ | HSR
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https://icowatchlist.com/statistics/geo

ICO countries and categories

Canada
$16.6m
O projects

The USA
$583.8 m
59 projects

Cayman Islands
$96.5 m

9 projects British Virgin Islands

$158.5m
5 projects

*Country of registration means the cauntry where
the company's legal entity is registered at the
time of the ICO. If a project does not-have a legal
entity, it is not included in this map. Country of
project registration is determined ot the basis
of open data, including projects’ officiabwebsites
and open databases of registered companias.

@ ICORATING

The UK
$99.7 m
26 projects

MNetherlands
2168 m
& projects

Gibraltar
$133.7m
B projects

Estonia
$122.6 m
16 projects

Switzerland
$268.2 m
14 projects

13 projects

Hong Kong
$82.1m
13 projects

China
$202.1m
9 projects

Singapore
$468.1 m
34 projects Australia

$30m
6 projects
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SWISS BLOCKCHAIN STARTUPS - NEWCOMERS 2018
MARKET SCREENING OF 78 PROJECTS & SELECTION OF TOP 15 STARTUPS

TECHNICAL % KryptoPal PERSONAL
® envion
@ oo 0 i"!.!.%%.{‘}.’é @ status @a!sjl!s..bsie
e SHIFTE ol N ~ 7
e Seu Ubex el

@ * LIQUIDITY- NETHORK / ’
EMOTIQ ::ECU I’O Syc @ essentia.one
qus m
Zi er
CS CHAINSECURITY / @ MINDFIRE PP

,' IIIIH' PROXESE O PIKCIOCHAIN \\

@ Pikao AG
DFINITY
@ WPPENERGY @

o~
Bitlumens o RS LoyaltyCoin
SCAME

! \
! \
1 \
< SYGNUM i H it A
\ {4
Q ‘\ 'gz i AR Momentum o e
\ 9y !
| [

Parkinfly ‘IARCA
TRUST SMART CONTAINERS

‘ elocations .
CHIVE o 5 £l swissBorg /I hevmate
. Orbi =10 1 rowex @covee g ' © svissreaicor : ART- Vi

Jrd

@ OOMNIUM pigzbe

ORGANIZATIONAL
RETAIL &
ENTERTAINMENT

en / v
2 SCX \\J i J
PAVO “Z \\\ ™E N D VALOR ,/, INTELLOS WORLODPD
bluennte NI -
#Fintechnics .”, N AT G MRS - W nexo OYDBA

) 2 =

= Mt = AIDCOIN &) TR
@ e ©TokenPay gses!.l-'sé«.ma l ODIN

o hlSr?ar'ligmdnn GO_7 SOLUTION s
< Block stocks KONIOS
FINANCIAL ek el

@ BLOCKNOVUM Note: Inclusion on map is no endorsement and does not Indicate the quality and investment potential o Copyright © 2018 BlockNovum. Al rights reserved s that were founded / have

an individual startup. Selection of to d migh Lh ge ul!h Hluv 1 ar I ( in 2018, if the



URL: b.socrative.com/student/

Room: HSR

HOCHSCHULE FUR TECHNIK


https://b.socrative.com/student/

Java & JavaScript web3 examples

m VSSrecap
Examples https://github.com/tbocek/DSA-

web3
Install MetaMask or your own client

Run server locally
Notarize

B Testonator

Truffle/Ganache, but with JUnit
Runs with latest Solidity

Web3 — generate wrapper for SC
Testonator — use SC directly

Run web3 with rinkeby

Notary Contract - Chromium - X

[ Notary Contract x | % Remix - Solidity IDE % | M Rinkeby Transaction 0x87¢ x | # MetaMask x| +
& > C @ localhost:8080 r [ 3 e :

Notarize PDF

iDrag your file(s) here to begin H
jor click to browse

\SHA256 Hash: 0x3f3429b5b06f90c6fd93f6db3855e51b06cIb6eeB219aalf3663a75d46618442

Name: rfc5766.png

1
1 v/ VERIFIED at timestamp 15390066795 with account 0x25d96310cd6694d88b9c6803be09511597c0a630
1
i

_________________________________________________________________________________________________________________

Motarize | status: VERIFIED in the blockchain!
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https://github.com/tbocek/DSA-web3
https://github.com/ICOnator/Testonator

Questions?

Prof. Dr. Thomas Bocek thomas.bocek@hsr.ch
Roman Blum roman.blum@hsr.ch
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