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What are Smart Contracts?

a First N
1994 . inventor of “Bit Gold” in 1998

a A computer program that acts as
an agreement

o Goal: a superior system for
contractual agreements solely
based on computer code

a Four basic contract objectives: s _—

observability, verifiability, privity A
and enforceability

>
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https://nakamotoinstitute.org/contract-language/

How Do Smart Contracts Work?
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Traditional vs. Smart Contracts

SILLY CONTRACT SMART CONTRACT

contract Nastya {
address public
uint public am
uint public de:
uint public pr:
token public tc

mapping(addres:
bool fundingGo:
bool crowdsalet

- BORING OFFICIAL PAPER - PERFECT CODE

- NO GUARANTEE - VERIFIED BY MATHS

- KILL THE TREES - TM APROGRAMMER, YOU CANTT FOOL ME

- NEEDS 50 LAWYERS - ANYONE CAN WRLTE HIS OWN
NOT YOUR BUDDY YOUR BUDDY
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Let’s Code!
Creating Smart Contracts with

Solidity.
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Solidity IDE

0 (Mixed Content: not https)
o Select Web3 Provider (geth is your Web3 Provider)

® 0 ® 4 gemix- Solidity IDE X+
* O = 6

&« C @ Not Secure | remix.ethereum.org/#optimize=true&version=soljson-v0.4.25+commit.59dbf8f1.js

o B 0O O 1 % « ¥ browser/ballot.sol x *»  Compile Run Analysis  Testing Debugger Setings Support

» browser 1 pragma solidity *0.4.0; 2l

2 contract Ballot { Environment Web3 Provider & Main(1) 4 i

i =

+ confi ]

g 2 struct Voter { Account & 0x510e8b95fdb9h1680fe3f923862838 ¢ Iy [
5 uint weight;
5 bool veted; Gas limit 3000000
7 uintd vote; Value 0 wei 3
8 address delegate;
9 1
19 - struct Proposal {
11 uint voteCount; Ballot
1z }
13

Depl Proposals
14 address chairperson; o Hineg numerepose! ¥
15 mapping(address => Voter) voters; or
16 Proposal[] proposals;
17 A Address Load contract from Address
18 /// Create a new ballot with $(_numProposals) different proposals.
£H19- function Ballot(uint8 _numProposals) public {

20 chairperson = msg.sender; Transactions recorded: 0 v
z1 voters[chairperson].weight = 1;
2z proposals.length = _numProposals;
23 1 Deployed Contracts o
24
25 //4 Give $(toVoter) the right to vote on this ballot.
26 /// May only be called by $(chairperson). Currently you have no contract instances to interact with.
27~ function giveRightToVote(address tovoter) public {
¥ @ o n [2] only remix transactions, script ~ Q  Search transactions

- Welcome to Remix v0.7.3 -
You can use this terminal for:

« Checking transactions details and start debugging.
+ RuNning Javaseript scripts. The following libraries are accessible:

© web3 version 1.0.0
o ethers.is
o swarmgw
« Executing common command to interact with the Remix interface (see list of commands above). Note that these
commands can also be included and run from a Javascript script.
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http://remix.ethereum.org/

Solidity -

o Version Pragma

pragma solidity 70.4.24;

o Comments

// This is a single-line comment.
/*

This is a

multi-line comment.

*/

o Data Types

byte, bytes2 to bytes32, bytes (same as byte[], but more
string, int8 to uint256, address, enum, bool

// not before 0.4.24, not after 0.5.0

expensive),

a Contract

contract SimpleStorage {
uint256 storedData; // State variable
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http://solidity.readthedocs.io/
https://learnxinyminutes.com/docs/solidity/

Solidity IDE

o Your turn: Create your first contract

pragma solidity "0.4.24;
// Minimal contract example
contract SimpleStorage {
uint256 storedData; // State variable

}

0 Remix — Solidity IDE — Environment: Web3 Provider

o Compile and push «Deploy» (red button)
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http://localhost:8545/

Check Deployment

0 You have mined you first contract!

o How much did it cost?
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The Ethereum Block Explorer

ﬂ ) Etherscan
'

Contract Overview
Balance:

Transactions:

4 Remix - Solidity IDE X

0 Ether

1txn

@ Ropsten Accounts, Address A1 X +

& https://ropsten.etherscan.io/address/0Oxca0d82b99951028ca0flcc547a32e70dd6fa0e04

ROPSTEN (Revival) TESTNET

fiE} Contract 0xCa0D82b99951028cA0f1CC547A32670dD6fA0E0S [y

Misc:

Contract Creator:

* © & O
Search by Address / Txhash / Block / Token / Ens m Language

HOME BLOCKCHAIN ~ TOKEN v MISC

Home / Accounts / Address

More Options. -

0xb978fcfeaad8313... at txn Ox1e0ec520eed49e...

I Latest 1 txn

TxHash Block

Ox1elec520eed49e. .. 4120784

Age

45 mins ago

From

Oxb978fcfeaad8d13...

To Value

[ Contract Creation 0 Ether 0.000068734

| Download CSV Export &




Gas: Ethereum’s Fuel

1 Q Price that is paid for running a transaction or a
contract

Q Unit of measuring computational work

a Similar to the use of Kilowatts (kW) for
measuring electricity in your house

Qa Current Price:
Current Gas Price (02.10.18): 8.6 Gwel

Qa Every instruction needs to be paid for
Q If you run out of gas, state is reverted, ETH gone
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https://ethgasstation.info/

Gas: Ethereum’s Fuel

APPENDIX G. FEE SCHEDULE

The fee schedule (7 is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract
operations that a transaction may effect.

Name Value Description®

G aera 0 Nothing paid for operations of the set W..,,.

Ghase 2 Amount of gas to pay for operations of the set Wi...

Gloeryiony 3 Amount of gas to pay for operations of the set Wi, ryiow-

Clow 5 Amount of gas to pay for operations of the set Wi,

G onid 8  Amount of gas to pay for operations of the set W, ,,. 40
Ghigh 10 Amount of gas to pay for operations of the set Wigp.

Gerteads 700 Amount of gas to pay for operations of the set Weopicode -

Ghatance 400 Amount of gas to pay for a BALANCE operation. 10
Gaload 200  Paid for a SLOAD operation.

Giumpdeat 1 Paid for a JUMPDEST operation. =

G aser 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero. E

e ereact 5000 Paid for an SSTORE operation when the storage value's zeroness remains unchanged '; 20
Rsctear 15000 Refund given (added into refund counter) when the storage value is set to zero from 8
Ravicide 24000 Refund given (added into refund counter) for suiciding an account. =
Gsuicide 5000  Amount of gas to pay for a SUICIDE operation. 10
Cereate 32000 Paid for a CREATE operation.

Gleodedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.

Geai 700  Paid for a CALL operation. o
Geatlvalue 9000  Paid for a non-zero value transfer as part of the CALL operation.

Goallstipend 2300 A stipend for the called contract subtracted from G..nuarwe for a non-zero value trar
Ghewaceount 25000 Paid for a CALL or SUICIDE operation which creates an account.

Gezp 10 Partial payment for an EXP operation.

Glexpbyte 10 Partial payment when multiplied by [log,.;(exponent)] for the EXP operation.

B e 3 Paid for every additional word when expanding memory.

Glxcreate 32000 Paid by all contract-creating transactions after the Homestead transition.

B irdatazers 4 Paid for every zero byte of data or code for a transaction.

i taronsers 68  Paid for every non-zero byte of data or code for a transaction.

Giransaction 21000 Paid for every transaction.

Glog 375 Partial payment for a LOG operation. Weere = {STOP._ RETLTRN}
Glogdata & Paid for each byte in a LOG operation’s data.

Glogtapic 375 Paid for each topic of a LOG operation.

Gahas 30 Paid for each SHA3 operation.

G shadword i Paid for each word (rounded up) for input data to a SHA

Gy 3 Partial payment for *COPY operations, multiplied by wo

Ghioekhash 20 Payment for BLOCKHASH operation.
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Average block time of the Ethereum Network

Source: etherchain.org
Click and drag in the plot area to zoom in
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Wiase = {ADDRESS, ORIGIN, CALLER, CALLVALUE, CALLDATASIZE, CODESIZE, GASPRICE, COINBASE,
TIMESTAMP, NUMBER, DIFFICULTY, GASLIMIT, POP, PC, MSIZE, GAS}

Woeryiow = {ADD, SUB, NOT, LT, GT, SLT, SGT, EQ, ISZERO, AND, OR, XOR, BYTE, CALLDATALOAD,
MLOAD, MSTORE, MSTORES, PUSH*, DUP*, SWAP*}

Wigw = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND }

Winia = {ADDMOD, MULMOD, JUMP}

Whigh = {JUMPI}

Weztcode = {EXTCODESIZE}



Solidity -

o Structs

struct Account {
string addr;
uint amount;

o Mapping (key-value pair, not iterable, but ),
think of Map<K, V> inJava or Dictionary<K, V> in C#

mapping (address => uint256) public balances;

balances[msg.sender] = 100; // Set balance of sender

uint256 balance = balances[msg.sender]; // Get balance of sender
Key value
O0x3£f51... 100
Oxl7aa... 0
Ox4eb2. .. 85

©2018


http://solidity.readthedocs.io/
https://github.com/ethereum/dapp-bin/blob/master/library/iterable_mapping.sol

Solidity — Functions

o «Standard» Functions: Can read and modify the state

uint256 counter;
function setCounter (uint256 newValue) public {
counter = newValue;

}

o View Functions: Do not modify the state (it's free!)

uint256 counter;
function getCounter () view returns (uint256) {
return counter;

}

o Pure Functions: Do not read from or modify the state.

function multiply (uint256 a, uint256 b) pure returns (uint256) ({
return a * b;

}
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Solidity — Functions

o Internal Functions: Only callable internally

uint256 counter;

function setCounter (uint256 newValue) internal { 'i&“'b
counter = newValue; TH[B[‘S‘mﬂﬂ[

}

o External Functions: Only callable externally

Note: public and external differs in terms of gas usage
function setValues (uint256[20] values) external ({
// do something

}

o Payable Functions: Receives plain Ether

function deposit () payable {
// Access msg.value to get amount of Ether

}

©2018



Solidity — Basics

Creating a smart contract that can get or set the balance
of an address the wrong way.

contract BankExample {

mapping (address => uint256) private balances;

function getBalance (address address) view public returns (uint256) {

return balances|[ address];

function setBalance (uint256 newBalance, address address) public {

balances|[ address] = newBalance;

©2018



Solidity — Basics

o Special Variables and Global Functions

— block.number (type of uint256): current block number

- block.difficulty (type of uint256): current block difficulty

- block.gaslimit (type of uint256): current block gaslimit

— gaslet () returns (uint 256): remaining gas

- msg.sender (type of address): sender of the message

- msg.value (type of uint256): number of wei sent with the message
— now (type of uint256): current block timestamp

Your turn: Update the previous smart contract such that only the
sender of a transaction can get and set his own balance.
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Solidity — Basics

Use the msg. sender global variable to let
only the sender of the transaction set his own balance.

contract BankExampleV2 {

mapping (address => uint256) private balances;

function getBalance () public view returns (uint256) ({

return balances[msg.sender];

function setBalance (uint256 newBalance) public {

balances[msg.sender] = newBalance;
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Solidity — Ownership

o Who is the owner of a smart contract?
o How to transfer ownership?
o The wrong way:

contract OwnedContract {
address owner;
constructor () public {

owner = msg.sender;

}

function transfer (address newOwner) public {
owner = newOwner;

}
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Solidity — Basics

o Everybody can transfer the ownership
0 Use require to test user inputs

1f (msg.sender != owner) { throw; }
// Do something only the owner is allowed to

behaves exactly the same as

require (msg.sender == owner, "Unauthorized");
// Do something only the owner is allowed to

d
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https://media.consensys.net/when-to-use-revert-assert-and-require-in-solidity-61fb2c0e5a57

Solidity — Ownership

contract OwnedContract {
address owner;
constructor () public {

owner = msg.sender;

function transfer (address newOwner) public {
require (owner == msg.sender, "Sender not authorized");

owner = _newOwner;

Your turn: Update the previous BankExample contract to let the owner set
balances arbitrarily. Hint: Create a second function to set the balance, e.g.

setBalance (uint256 balance, address address
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Solidity — Ownership

Create a second setBalance method which uses
require to verify if the sender of the transaction is the owner.

contract OwnedBankExample {

function setBalance (uint256 newBalance) public {

balances[msg.sender] = newBalance;

function setBalance (uint256 newBalance, address address) public {
require (owner == msg.sender, "Sender not authorized");

balances|[ address] = newBalance;

©2018



Solidity — Events/Notifications

o Events are a way for smart contracts written in
Solidity to log that something has occurred

pservers, notably JavaScript front ends

g

©2018

Interested o
for decentra
react accoro

ingly.

Ized apps, can watch for events and

aaaaaaaaaaaaaaaaaaaaaa | &)
aaaaaaaaaaaaaaaaaaaa | &)
hash 0x306bad4b3sdloces0cta2dssacdalllacazd0asddi07cbas0c03£77a82ae537 Iy
impot | 0x82a...00084 E
decoded input {
uint256 newBalance 100
e
decoded output {} I
logs [
{
"from": "0x692a70d2ed24a56d2chc27aa97d1a86395877b3a",
"topic": "O0x5f66d2a93ba09bca596b5cadbbledfIfcafd4bibalT157££304d1076258375",
"event": "Update"
"args": {
"0": "OxXCAISbId915458EFS40aDet06adredr44E8£aTiic” '
fin: "100";
" user": "0xCA3I5bId915458EF540aDe6068dFelF44E4£a7330",
" _newBalance": "100",
length 2
}
4
BB
vvvvv 3 wel
B




Solidity — Events/Notifications

contract EventsExample {
event OwnerChanged (
address oldOwner,

address newOwner

) ;

function transfer (address newOwner) public {

require (owner == msg.sender, "Sender not authorized");
emit OwnerChanged (owner, newOwner);
owner = _newOwner;

Your turn: Update the previous BankExample. Emit an event when the balance
of an address changes. The event should include the address, the old balance
and the new balance.
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Solidity — Events/Notifications

event BalanceChanged (address address,

uint256 oldBalance, uint256 newBalance);

function setBalance (uint256 newBalance) public {

uint256 oldBalance = balances[msg.sender];
balances[msg.sender] = newBalance;
emit BalanceChanged( address, oldBalance, newBalance);

function setBalance (uint256 newBalance, address address) public ({

require (owner == msg.sender, "Sender not authorized");
uint256 oldBalance = balances[ address];

balances|[ address] = newBalance;

emit BalanceChanged( address, oldBalance, newBalance);
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Solidity — Events/Notifications

event BalanceChanged (address indexed address,

uint256 oldBalance, uint256 newBalance);

function setBalance (uint256 newBalance) public {
_setBalance ( newBalance, msg.sender);

}

function setBalance (uint256 newBalance, address address) public ({
require (owner == msg.sender, "Sender not authorized");

_setBalance ( newBalance, address);

function setBalance (uint256 newBalance, address address) internal {
uint256 oldBalance = balances[ address];

balances|[ address] = newBalance;

emit BalanceChanged( address, oldBalance, newBalance);

©2k)18



ERC20 Token Standard

0 Describes the functions and events that an Ethereum

token contract has to implement

contract ERC20 {

©2018

function totalSupply() public view returns (uint256 totalSupply):
function balanceOf (address owner) public view returns (uint256 balance);
function transfer (address to, uint value) public returns (bool success);
function transferFrom(address from, address to, uint value)

public returns (bool success);
function approve (address spender, uint value)

public returns (bool_éuccess); a
function allowance (address owner, address spender) public view

returns (uint remaininé}; a
event Approval (address indexed owner, address indexed spender, uint value);
event Transfer (address indexed from, address indexed to, uint value);


https://medium.com/@jgm.orinoco/understanding-erc-20-token-contracts-a809a7310aa5

ERC20 Token Standard

o Our token: only partial ERC20 support

contract ERC20 {
function totalSupply() public view returns (uint256 totalSupply):

function balanceOf (address owner) public view returns (uint256 balance);
function transfer (address to, uint value) public returns (bool success);

7 Yy L= = =F ¥ W =3 va LU )
1 .

event Transfer (address indexed from, address indexed to, uint value);

©2018



Your turn!

I
pragma solidity *0.4.24;
contract YourTestToken {

string public constant name = "Your Token Name";
string public constant symbol = "YTN";

function totalSupply () constant returns (uint256 totalSupply) {
// Your code

}

function balanceOf (address owner) constant returns (uint256 balance) {
// Your code

}

function transfer (address to, uint256 value) returns (bool success) {
// Your code

}

o Hint: you only need three state variables (not public):
— address owner;

— mapping (address => uint) accounts;
— uint256 totalSupply;
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Smart Contract Security

0 Smart contract programming
requires a different engineering
mindset

o Cost of failure can be high,
and change can be difficult

o Notable Examples:

o DASP: Collaborative project to join efforts in
discovering smart contract vulnerabillities, see
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http://hackingdistributed.com/2017/07/22/deep-dive-parity-bug/
http://hackingdistributed.com/2016/06/18/analysis-of-the-dao-exploit/
https://dasp.co/index.html

Smart Contract Security

o Transaction Ordering
> Blockchain Shop

0 Reentrancy Attacks
> Good ATM | Bad ATM

©2018 Source: James Chiang



Transaction Ordering

1. checks price

contract Store {
» price = 100;

2. buys

userCredit = 120;

- —

User

O

Contract Owner

©2018

» function buy () payable {

//
}

function setPrice ()

//

{




Transaction Ordering

1. checks price

contract Store {
» price = 120;

2a. buys

userCredit = 120;

- —

User _ _
2b. increases price

@ e.g. to 120

Contract Owner

If 2b is mined before 2a, user will
overpay for purchase

©2018

//
}

function setPrice ()

//
}

» function buy () payable {

{




Transaction Order Guard

1. checks price

contract Store {

» price = 100;

‘ J 2. buy (100)
o

User

O

Contract Owner

©2018

» function buy(desiredPrice)
// desiredPrice == price

//

function setPrice (newPrice)

// price = newPrice

{

{




Transaction Order Guard

1. checks price

contract Store {
120;

» Price =

2a. buy (100)

User

O

Contract Owner

2b. increases price

e.g.to 120

©2018

» function buy (desiredPrice)
X // desiredPrice == price

/]

function setPrice (newPrice)
// price =
/] ...

newPrice

{

{




Smart Contract Security

o Transaction Ordering
> Blockchain Shop

0 Reentrancy Attacks
> Good ATM | Bad ATM

©2018



ATM Contract

ATM.withdraw (amount)

contract ATM {

mapping (addr => uint)

User msg.sender
.transfer (amount)

Oxchf...

©2018

» function withdraw ()
// checks balance
// transfer funds

{

// updates balances

balances;

Ox627...




Reentrancy Attack

contract BadATM { contract ATM {
=r—» function attack () { mapping (addr => uint) balances;
// calls withdraw
' } function withdraw() {
— // checks balance
- function () payable ({ // transfer funds
// calls withdraw again // updates balances
User // until reentrancy target }
}
}
}
Oxcbf... Oxfl7... Ox627...
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Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

=P function attack () {
// calls withdraw

function () payable
// calls with
// until reencraricy

msg.sender.call.value (amount) ()

caryecec

contract ATM {

mapping (addr => uint)

function withdraw ()
// checks balance
// transfer funds

I

{

s balances

balances;

Oxfl17...

O0x627...




Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

» function attack () {
// calls withdraw

function () payable !
// calls withdraw again
// until reentrancy target

contract ATM {

mapping (addr => uint) balances;

function withdraw () {
// checks balance
// transfer funds
// updates balance

balances not updated yet

Oxfl17...

O0x627...




Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

» function attack () {
// calls withdraw

function () payable !
// calls withdraw again
// until reentrancy target

contract ATM {

mapping (addr => uint) balances;

function withdraw () {
// checks balance
// transfer funds
// updates balances

Oxfl17...

O0x627...




Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

» function attack () {
// calls withdraw

function () payable {
// calls withdraw again
// until reentrancy target

T~

contract ATM {

mapping (addr => uint)

function withdraw () {
// checks balance
// transfer funds
// updates balances
}

} o (until out of balanc

e ATM
__ orout of gas BadATM ).

balances;

Oxfl17...

O0x627...




Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

» function attack () {
// calls withdraw

function () payable {
// calls withdraw again
// until reentrancy target

contract ATM {

mapping (addr => uint) balances;

function withdraw () {
// checks balance
// transfer funds
// updates balance

Vo update balance
before transfer

Oxfl17...

O0x627...




Contract

User

Oxchf...

©2018

Locks

contract BadATM {

function attack () {
// calls withdraw

function () payable {
// calls withdraw again
// until reentrancy target

contract ATM {

enum States {
Ready,
Pending

}

function withdraw () {
// checks if ATM is Ready
// set ATM to Pending
// check balances & transfer

Oxfl17...

O0x627...




Contract

User

Oxchf...
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Locks

contract BadATM {

» function attack () {
// calls withdraw

function () payable {
// calls withdraw again
// until reentrancy target

contract ATM {

enum States {
Ready,
Pending

}

function withdraw () {
// checks if ATM is Ready
// set ATM to Pending
// check balances & transfer

Oxfl17...

O0x627...



Contract

User

Oxchf...
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Locks

contract BadATM {

» function attack () {
// calls withdraw

function () payable {
// calls withdraw again
// until reentrancy target

contract ATM {

enum States {
Ready,
Pending

}

function withdraw () {
// checks if ATM is Ready
// set ATM to Pending
// check balances & transfer

Oxfl17...

O0x627...



Contract

User

Oxchf...
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Locks

contract BadATM {

» function attack () {
// calls withdraw

function deposit () {
// calls withdraw again
// until reentrancy target

contract ATM {
enum States {
Ready,
Pending
}
function withdraw () {
X // checks if ATM is Ready
// set ATM to Pending
// check balances & transfer

Oxfl17...

O0x627...



Reentrancy Attack

User

Oxchf...

©2018

contract BadATM {

=P function attack () {
// calls withdraw

function () payable
// calls with
// until reencraricy

msg.sender.ca

LaL

contract ATM {

function withdraw ()
// checks balance

transfer funds

alue (amount) ()
7

mapping (addr => uint)

{

s balances

balances;

Oxfl17...

O0x627...




The transfer-Function

d Only a small amount of gas is sent along (21,000 gas).
d The receiver can only emit one single event at max, safe by
“accident”.

contract BadATM {

User

Oxchf...
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» function attack () {
// calls withdraw

}

function () payable
// calls withdraw
// until reentrancy caryec

}

msg.sender.transfer (amount)

contract ATM {

mapping (addr => uint)

function withdraw () {
// checks balance
// transfer funds

s balances

T

balances;

Oxfl17...

O0x627...




In Conclusion - Best Practices

Prepare for failure
Rollout carefully

Keep contracts simple
Stay up to date

o O O 0O O

Be aware of blockchain properties

Others

o Safe Math (Overflow)
o Error Handling (Revert / Require / Throw)
o Best Practices e.qg.
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https://consensys.github.io/smart-contract-best-practices/recommendations/

Thank You for Your Attention!

=

Questions?
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