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Distributed Systems - In the News

m 22.10.2018 Why bother with P2P when you
still need to quarantee uptime?

(chris) @daiyitastic - Oct 20, 2018

how is a p2p website backed up on a seeding server like @ hashbaseio
different than a normal website on a normal server? | like democratised
technologies, but p2p web hasn't quick clicked for me ("

publish a p2p website on my computer -> oh no | want my friends to
see my blog even when my computer is sleeping, better keep it on all
the time -> my computer is now a server

2?7 what am | missing

10:54 PM - Oct 20, 2018

@ 3 3 See daiyi! (chris)'s other Tweets

Why bother: It's cheaper
Why bother: It's disintermediating

“Maybe someday a peer-to-peer protocol will
guarantee uptime.”

ClientHello
{QuIC Setup
parameters}
{Finished}

Application data

(if repeat connection):

GET www

{Finished}
Application data:
GET www

29.10.2018 Problem with PRL contract

"People are sending Ether to the contract at a
rate of 1 ETH to 5000 PRL tokens (0.0002
Eth per PRL), which means that they can sell
it for higher on Kucoin..” (exit scam) (CEO)

m 28.10.2018 QUIC will most likely be HTTP v3

Repeat connection: O RTT
First connection: 1RTT

HTTP/3, to avoid confusion
Reduce TLS handshake

SYN

ClientHello

ClientKeyExchange
ChangeCipherSpec

Finished

Application data:
GET www

TCP+TLS handshake

Repeat connection: 2 RTTs
First connection: 3RTTs
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https://quic.eimji.io/quicvstcp

ddJl

SYN/ACK

Sl

ChangeCipherSpec
Finished



https://pfrazee.hashbase.io/blog/why-bother-with-p2p
https://www.reddit.com/r/Oyster/comments/9sfy3y/problem_with_prl_contract/
https://captainaltcoin.com/oyster-pearl-prl-founder-exit-scammed-after-printing-4-million-prl-tokens-and-selling-them-immediately-on-kucoin/
https://medium.com/oysterprotocol/oyster-update-b813390ce10e
https://mailarchive.ietf.org/arch/msg/quic/RLRs4nB1lwFCZ_7k0iuz0ZBa35s
https://quic.eimji.io/quicvstcp

Introduction

®m What is IOTA?
“A permissionless distributed ledger for a new economy” - for 0T
Zero transaction fees / feeless microtransactions and data integrity for machines
A node can only issue a transaction after solving a cryptographic puzzle
Quantum-proof algorithms

“It is safe to receive any number of transactions to a given address until an outgoing transfer (a "send"
transfer) is made. After that, this address should no longer be re-used!”

Sending IOTAs - part of the private key of that address is revealed (brute force)

® An Open-Source Distributed Ledger

Uses a Decentralized Acyclic Graph (DAG)
instead of a blockchain (Tangle)

Tangle: transaction must approve two
previous transactions in order to be
considered valid.
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https://assets.ctfassets.net/r1dr6vzfxhev/2t4uxvsIqk0EUau6g2sw0g/45eae33637ca92f85dd9f4a3a218e1ec/iota1_4_3.pdf

Tangle

B Blockchain

Blocks with transactions linked to each other

Decentralized, used in: Bitcoin, Ethereum
(uncle blocks), NEO

Transactions / sec limitations

The older a tx in a block, the more secure

Block 4711 \

hash: uuozq523

Previous block
fgztr56a

Proof of work
000000ftz67zw

Transaction
6sakthth

Transaction
s67dhaj9

" Rlock 4712 )
Block 4712

hash: xeazg5au

Previous block

uuozq523

Proof of work
000000acko3e

Transaction
hsjuet67

Transaction
hategof8

e

xeazq5au

Proof of work
000000xbuous4

Transaction
Tahzsgrb

Transaction
pahejros

e

Block 4713

hash: 53GQoai6 ot i
Previous block ;
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m DAG

Transactions linked to two previous tx
Regular milestones (centralized?)

More activity = more validation (but spam
attacked happened in the past)

The more confidence in a tx, the more secure

Tip selection: weighted random walk from the
genesis towards the tips

Run the tip selection algorithm 100 times.

Count how many of those 100 tips approve our
transaction, and call it A.

The confirmation confidence of our transaction is
“A percent”.



https://www.investopedia.com/terms/u/uncle-block-cryptocurrency.asp
https://cryptonomist.ch/en/2018/07/12/tangle-technology-2/

IOTA Coordinator / Snapshots

Milestone: every 35 seconds the Coordinator
makes a normal transaction, confirming 2 tx

Want to know if your tx is verified, get latest
milestone and check

Milestone comes from Coordinator / trusted
source

Pick random node — may be malicious

Eventually will be switched off, now active
due to small network

“The only role the Coordinator serves is to
protect against attacks in this temporary
infancy stage of the Tangle ledger,..”

“IOTA is currently in what should be
considered a ‘transition period’ towards
large scale deployment and

B |OTA Snapshot

Pruning: “This is essentially a “pruning” of the
ledger - it removes all events and addresses
on the ledger which do not have a positive
balance.”

“As you probably already know, we are
performing global snapshots of the IOTA
network on a more or less regular basis. The
main motivation for global snapshots is to
prune the database and allow smaller nodes
to keep participating in the Mainnet.”

standardization™
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https://iota.stackexchange.com/questions/4/what-does-the-iota-coordinator-actually-do/7#7
https://blog.iota.org/the-transparency-compendium-26aa5bb8e260
https://blog.iota.org/the-july-9-2018-iota-snapshot-de75342b96e0
https://www.iota.org/get-started/faqs

IOTA Wallet

B Never write your own crypto algorithms

Trinity

Trinity Edit Account Help

m Wallet: https://trinity.iota.org/

Reference implementation in Java:
https://github.com/iotaledger/iri

APl in many languages: C#, Javascript, ...
Live demo in the challenge task presentations

Tom HSR
0i

+Add new account

® More documentation

https://ukcryptocurrency.com/iota/introduction
-what-is-iota/

https://docs.iota.org/introduction

https://blog.iota.org/the-tangle-an-illustrated-
Introduction-79f537b0a455

ZF9LTAMSIWNUXJB

] DOMYBTRMKAOCTLBF

XKROCXBIMHIZVNF

g CJIDOTRUZTLXTIAO9

9TVPDGBINUZPPUS
GGFJADDALMDWMCX

<

New Address

TRANSLATION NOT AVAILABLE FOR MESSAGE

USD/MIOTA
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https://medium.com/@neha/cryptographic-vulnerabilities-in-iota-9a6a9ddc4367
https://trinity.iota.org/
https://github.com/iotaledger/iri
https://ukcryptocurrency.com/iota/introduction-what-is-iota/
https://ukcryptocurrency.com/iota/introduction-what-is-iota/
https://docs.iota.org/introduction
https://blog.iota.org/the-tangle-an-illustrated-introduction-79f537b0a455

Questions?

Prof. Dr. Thomas Bocek thomas.bocek@hsr.ch
Roman Blum roman.blum@hsr.ch
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