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Distributed Systems - In the News

m 12.11.2019: Binance Exchange Is First Client for uses the ActivityPub protocol, a W3C web
Paxos’ New Dollar Gateway standard for federation
Paxos? What is Paxos? A client to server protocol, or "Social API*
Paxos Standard (PAX) is a US Dollar sable coin 'Fa)‘rfﬁg‘g,,to server protocol, or “Federation

m 12.11.2019: PeerTube has worked twice as hard
to free your videos from YouTube'!

B 31.10.2019: Ethereum is now unforkable,
thanks to DeFi

“Why there will never be another ETH
Classic”

“Federation and instances to avoid creating a
new tech giant”

A thought experiment, with many ifs and
whens

ii 1, ﬁ“iﬁ
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“If there can never be another ETC-like fork,
then it seems that “governance-by-fork™ will

become a thing of the past. Welcome to the
post-forkable era.”

Uses WebTorrent [ WebRTC
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https://www.coindesk.com/binance-exchange-is-first-client-for-paxos-new-dollar-gateway
https://en.wikipedia.org/wiki/Paxos_%28computer_science%29
https://www.coinbureau.com/review/paxos-standard-pax/
https://framablog.org/2019/11/12/peertube-has-worked-twice-as-hard-to-free-your-videos-from-youtube/
https://en.wikipedia.org/wiki/ActivityPub
https://www.w3.org/TR/activitypub/#Overview
https://medium.com/dragonfly-research/ethereum-is-now-unforkable-thanks-to-defi-9818b967738f

Upcoming lectures

-_

20.11.2019 Bitcoin Advanced, Lightning Christian Decker
11 27.11.2019 Monero Sebastian King
12 04.12.2019 Crypto Mining Tolino Nello
12 04.12.2019 NEO (technical) Guilherme Sperb Machado

m Upcoming 3 lectures are from various crypto projects

Bitcoin, Monero, technical details of NEO
Tolino works at HSR and is a crypto miner
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https://theblockchainandus.com/christian-decker/
https://github.com/TheCharlatan
https://www.hsr.ch/de/suche/personen/suchergebnisse-personen/person/nello-tolino-5012271/
https://www.linkedin.com/in/guisperbmachado/

URL:
b.socrative.com/
student/

Room: HSR

b) (4F) Wieso fallen in der Regel Transaktionsgebihren fiir Transaktionen in einer Blockchain an?
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d) (6P) Was passiert bei einer 51% Attacke? Erkldren Sie das Problem mit einem Kaufer und Ver-
kdufer, der Waren mit einer Kryptowdahrung kauft.



https://b.socrative.com/student/

URL:
b.socrative.com/
student/

Room: HSR

b) (2P) Was ist der Unterschied zwischen direkter Replikation und indirekter Replikation

c) (2P) Wozu wird eine Bootstrap Peer/MNode verwendet?

d) (4P) Was fir Probleme sehen sie, wenn sie eine DHT in ihrer Applikation implementieren und es
auf einem mobilen Gerat laufen lassen?

HSR
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https://b.socrative.com/student/

CAP Theorem

m CAP theorem: Only 2 of 3

Consistency: Every read receives the most recent write or an error

Availability: Every request receives a (non-error) response, without the guarantee that it contains the
most recent write

Partition tolerance: The system continues to operate despite an arbitrary number of messages being
dropped (or delayed) by the network between nodes

S

m Difficult to categorize: depensds on the configuration -
. L. ‘ (/‘Z‘_ Consi AP ACHE
in case of a network partition (a rare occurrence) one P ol over e HBASE
needs to choose between availability and consistency.” /4 MariaDB e ® mongo

(source)

g) (3P) Wofir steht beim CAP Theorem von Brewer, das C, A, und P. Erklaren sie die Begriffe mit
maximal je einem Satz.

https://v\LNw.quora.com/What-Is-CAP-Theorem-l

C: Availability Partition-Tolerance
The system continues The system continues
to operate even in the to operate in spite of
presence of node network failures
A failures
(3
M HSR - . ong wriak
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https://en.wikipedia.org/wiki/CAP_theorem
https://dzone.com/articles/understanding-the-cap-theorem
https://www.quora.com/What-Is-CAP-Theorem-1

URL:

b.socrative.com/
student/
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e) (3P) In der folgenden Grafik schicken beide A und B einen “prepare request”. Was macht Ac-
ceptor £ zum Zeitpunkt, welcher mit “7?" markiert ist? Schickt er [n=4, v=5], [n=5,v=3], [n=4, v=3]
oder gar nichts?

prepare request
[n=4, v=5]

Proposer A prepare request

Proposer B Kn—s—v—_ =3}
Acceptor X \\\\\\

N
Acceptor Y
Acceptor Z \\§9

Y Y Y Y Y

Lasung:

f) (3P) Warum ist in Raft der Heartbeat fiir die Leader Election wichtig?
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https://b.socrative.com/student/

BIP39

® BIP39 mnemonic code words represent a number

Human readable, e.g. for your challenge task

Mnemonic code words are a sequence of 12 to 24 words; e.g. “army van defense carry jealous true
garbage claim echo media make crunch”

Wordlist 2048 words for various lanquages

SHA256 (R), take first 4 bits attach it to R — 132bit
2048 are represented in 11 bits —

132/11 = 12 — we will have 12 words

77: another
2: ability
2040: year

Index 77 <

Index 2 <— | dex 2040



https://github.com/bitcoin/bips/blob/master/bip-0039/bip-0039-wordlists.md

URL:
b.socrative.com/
student/

Aufgabe 4: Praktische Aufgaben (26 Punkte)

Sie entwickeln eine verteilte Chat Applikation mit Anbindung an eine Blockchain. Um den Seed
méglichst einfach dem Benutzer zuganglich zu machen speichern Sie den Seed mit einer vordefi-
nierten List von Wartern ab. Die 4-bit Liste besteht aus den folgenden Wartern:

0 Apple 1 Kiwi 2 Mango 3 Banana
4 Cherry 5 Peach 6 Melon 7 Lime
8 Grape 9 Pear 10 Pineapple 11 Awvocado
12 Coconut 13 Blueberry 14 Orange 15 Pear

a) (2P) Welche Warter soll der Benutzer aufschreiben, wenn der Seed 0x1a09 ist?

b) (2P) Um sicher zu gehen, dass alle Zahlen stimmen, wird eine Checksum hinzugefigt. Die
Checksum addiert alle 4-bit Zahlen mit einem einfachen Overflow (Modulo 16). Der Overflow dient
dazu, dass die Checksum nie grésser als 15 wird. Welches Wort wird als Checksumme verwen-

det?

Room: HSR
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B Wallet: collection of UTXO — your JE——
balance
SBTC —p | n | il _+ 4BTC |rTransacti::rn{?.X
B UTXO model is stateless 1BTC
Qut > @—
B Input of transactions is always linked b J @ . 4‘ UEBTC |
to output, except “coinbase” which -
has no input (mining) Transaction2
38TC —pn] [ou]+—2=BIEL] 0ut|—4 0.6BTC |
v
B Is Bitcoin Anonymous? Out ——| 2.4BTC I
“Bitcoin is not entirely anonymous.” ) ’
https://developpaper.com/deep-dissection-of-bitcoin-and-ethernet-and-comparison-of-utxo-and-acount-models/
[ | HSR
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https://bitcoinmagazine.com/guides/bitcoin-anonymous
https://developpaper.com/deep-dissection-of-bitcoin-and-ethernet-and-comparison-of-utxo-and-acount-models/

Anonymity

B BitcoinJ: Committed bloom filters for improved wallet performance and SPV security

® HEURISTIC 1

If two (or more) addresses are inputs to the same transaction, they are controlled by the same
user; i.e., for any transaction t, all pk € inputs(t) are controlled by the same user.

J TX

same user


https://github.com/bitcoin-wallet/bitcoin-wallet/issues/358

Anonymity

® HEURISTIC 2.

The one-time change address is controlled by the same user as the input addresses; i.e., for
any transaction t, the controller of inputs(t) also controls the one-time change address pk €
outputs(t) (if such an address exists).

J TX

same user
same user



Anonymity

® HEURISTIC 3

Multisig wallets usually use p2sh change, but the recipient rarely uses p2sh, which allows to
determine the correct change output with high probability.

J TX

same user
same user


https://en.bitcoin.it/wiki/Address

Anonymity

® OPTIMAL CHANGE HEURISTIC

The assumption is that wallet software does not spend outputs unnecessarily. Therefore the
change value is smaller than any of the spent outputs. Because if the change was larger than
one output then this output would be left out and the change would be reduced by the

output’s value.

same user

J TX

same user



Anonymity

B CONSUMER HEURISTIC

Consumer wallets only create transactions with two outputs. Therefore, if an output is spent
by a transaction with 3 outputs it is not change.

WalletExplorer / Chainalysis

J TX

same user


https://www.walletexplorer.com/
https://www.chainalysis.com/

Aufgabe 3: UTXO (15 Punkte)

Die folgende Tabelle zeigt Transaktionen in einem Block. Der Input einer Transaktion (TX) ist ein
Fointer zu einer vorherigen Transaktion mit einem Index (z.B. der erste index wird mit id:0 bezeich-
net) zum Output. Es fallen keine Mininggebiihren an. (Hinweis: es missen nicht alle Inputs und
Outputs verwendet werden).

TX Input Output Betrag (Coins)
4 1,id:0/1,id:1 G, H 1,1
U R L . 5 2, id:0 I 2
n 6 3. id:0 JE 3,1
7 4,id:1 K, P 4.9

b.socrative.com/ R 5

a) (4F) Alice besitzt die Schliissel zu den folgenden Adressen F und H. Bob besitzt den Schlissel
zur Adresse M. Erstellen Sie eine Transaktion in welcher Alice 6 Coins an Bob schickt.

TX Input Output Betrag (Coins)

student/ ;

b) (4PF) Transaktion 9 ist bestétigt. Bob besitzt den Schlissel zur Adresse P. Konsolidieren sie
Bobs UTXOs zum Output X (zu dem Bob ebenfalls den Schliissel besitzt):

TX Input Output Betrag (Coins)

10

c) (4PF) Transaktion 11 ist bestatigt und Charlie besitzt den Schliissel zur Adresse M. Erstellen Sie
gine Transaktion in der Bob 1 Coin an Charlie schickt:

TX Input Output Betrag (Coins)

Room: HSR :

d) (3F) Um was fir eine Wallet kdnnte es sich handeln, wenn eine Transaktion in einer UTXO
Blockchain mehr als 3 Outputs hat?

B HSR
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https://b.socrative.com/student/

Elliptic Curve Cryptography

A

m Elliptic Curve Cryptography from a practical

y2=x3+ax+b
No singular curves: 4a3+27b%#0

m If aline intersects two points in the curve
and not tangent it will always intersect a

third . Q

m Three aligned, non-zero points P, Qand R,
their sum is: P+Q+R=0

P+Q=-R
Interactive

m P+P, tangent through P ".
multiplication: nP = P+P+P+P+P

point of view
B Set of points described by the equation: P .

[ HSR

HOCHSCHULE FUR TECHNIK
. - RAPPERSWIL
FHQO Fachhochs

17

e Ostschweiz


http://andrea.corbellini.name/2015/05/17/elliptic-curve-cryptography-a-gentle-introduction/
https://www.desmos.com/calculator/ialhd71we3
https://cdn.rawgit.com/andreacorbellini/ecc/920b29a/interactive/reals-mul.html

Elliptic Curve Cryptography: Multiplication

B A+A=B /
mE A+B=C pB I
m A+C=D = :
m A+D=E L I
® Point A added n times = /\
1

final point. E=4A ‘
Knowing A and the final
point, finding n is very
hard (finite fields)
Trapdoor function,

following the dotted lines  _ A€

easy, reverting it very
hard

source



https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/

Elliptic Curve Cryptography

® From real numbers 120

y2=x3-x+1

100

y2=x3-x+ 1 (mod 97)

B Same rules apply!

= To finite fields (fixed range) ) % C

40

m ECC: nA=E (finding n is hard)

20

®m Discrete logarithm problem P
H a:bk mod n 0 20 40 60 80 100 120
9 = 3kmod 13 (k=5, finding is hard) source

B ceeeerswi 19
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https://blog.cloudflare.com/content/images/image01.gif
https://en.wikipedia.org/wiki/Discrete_logarithm
http://andrea.corbellini.name/2015/05/23/elliptic-curve-cryptography-finite-fields-and-discrete-logarithms/

Elliptic Curve Cryptography: Cryptocurrencies

B Bitcoin ECC

y?=x3+ax+b

a=0
b=7 — y2=x3+7
Modulo p = 2296 -232-29.28_.27.26.24_1

Base point G =
x=5506626302227734366957871889516853
432625060345377759417550018736038911
6729240,
y=3267051002075881697808308513050704
318447127338065924327593890433575733
7482424

Also used in: Bitcoin, Ethereum, EQOS,
Litecoin, Dash, Zcash
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https://en.bitcoin.it/wiki/Secp256k1

ECC Key Exchange + Signature

m Choose base curve, set base point G m Static vs. ephemeral ECDH(E)

m Private key: random number d, public key H Reuse or use key pair only once
result of dG = H

Recovering p knowing only the point H and G
in dG = H is very hard

B Key Takeaways

Elliptic curve: Point = Multiplier * Public Base

Point
= ECDH, Alice, Bob, same G, same curve Given the point, it's impossible to get the
Alice: H,=d,G multiplier

Bob: Hgz=d;G

Alice, Bob exchanges H, ,Hg

Alice: S = d,Hg, Bob: S = dgH,

Alice: d,(dgG), Bob: dg(d,G) = shared secret
Commutative property
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https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman
https://tls.mbed.org/kb/cryptography/ephemeral-diffie-hellman
http://royalforkblog.github.io/2014/09/04/ecc/

Questions?

Dr. Thomas Bocek thomas.bocek@hsr.ch
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