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ERC20 Dividends
• Loop over accounts does not work

• totalDropPerUnlockedToken
always increasing

• Every account knows if bonus payed out

• Call updateAccount() on every transfer

• Pay dividends

• User claims bonus

function claimBonus() public payable {

Account storage account = updateAccount(msg.sender);

uint256 sendValue = account.bonusWei;

account.bonusWei = 0;

msg.sender.transfer(sendValue);

}

uint256 public totalDropPerUnlockedToken = 0;     

uint256 public rounding = 0;

struct Account {

uint256 lastAirdropWei;

uint256 bonusWei;

uint256 valueToken;

}

mapping(address => Account) public accounts;

…

function() public payable {

uint256 value = msg.value.add(rounding); 

rounding = value % totalSupply;

uint256 weiPerToken = value.sub(rounding).div(totalSupply);

totalDropPerUnlockedToken = totalDropPerUnlockedToken.add(weiPerToken);

}

…

function updateAccount(address _addr) internal {

Account storage account = accounts[_addr];

uint256 bonus = totalDropPerUnlockedToken.sub(account.lastAirdropWei);

if(bonus != 0) {

account.bonusWei = account.bonusWei.add(bonus.mul(account.valueMod));

account.lastAirdropWei = totalDropPerUnlockedToken;

} 

}
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ERC20 – Considerations - Minting
• Transfer ownership

• Important for minting: after minting, set 
new owner so that the private key is 
never exposed

• Private key never on the minting 
machine

• Token lockups

• Vest tokens – make sure big investor 
don’t dump

• Team vesting – show the world that you 
believe in your token

• Minting

• Lock contract during minting
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function transferOwnership(address _newOwner) public {

require(owner == msg.sender);

owner = _newOwner;

}

mapping(address => uint256) lockups;

…

if (lockups[msg.sender] != 0) {

require(now >= lockups[msg.sender]);

}

bool public mintingDone = false;

…

require(mintingDone == true);



ERC20 - Considerations
• Utility Token – ERC 223 / 677

• ERC 677 fully backwards 
compatible, but tokens still can be 
lost

− One call instead approve/transferFrom

• Eliminates the problem of lost tokens

− QTUM, $1,204,273 lost

− EOS, $1,015,131 lost

• Allows developers to handle 
incoming token transactions

• Backwards compatible?

− ERC 223:  throw if transferring to a 
contract that does not implement 
tokenFallback… (corner cases)
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contract ERC677 {

event Transfer(address indexed _from, address indexed _to, uint256 _value, 

bytes _data);

function transferAndCall(address _to, uint _value, bytes _data) public 

returns (bool success);

}

contract ERC677Receiver {

function tokenFallback(address _from, uint _value, bytes _data) public;

}

// ERC677 functionality

function transferAndCall(address _to, uint _value, bytes _data) public returns 

(bool) {

require(transfer(_to, _value));

…

if (isContract(_to)) {

ERC677Receiver receiver = ERC677Receiver(_to);

receiver.tokenFallback(msg.sender, _value, _data);

}

//ERC223

function transfer(address _to, uint _value) public returns (bool success) {   

bytes memory empty;

if(isContract(_to)) {

return transferToContract(_to, _value, empty);

}

else {

return transferToAddress(_to, _value, empty);

}

}

https://github.com/ethereum/EIPs/issues/223
https://github.com/ethereum/EIPs/issues/677
https://ethereum.stackexchange.com/questions/17054/erc20-vs-erc223-list-of-differences


ERC20 - Considerations

• Minting done in batches

• Around 120/170 until max gas used

• Only owner can mint

• Once minting finished no one can ever 

mint

• Check maxSupply

• Don’t mint more tokens, check 

important, as minter needs to respect 

limits

• Emit from:0

• Discussing if form is 0 or contract 

address
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function mint(address[] _recipients, uint256[] _amounts) 

public {

require(owner == msg.sender);

require(mintingDone == false);

require(_recipients.length == _amounts.length);

require(_recipients.length <= 256);

for (uint8 i = 0; i < _recipients.length; i++) {

address recipient = _recipients[i];

uint256 amount = _amounts[i];

// enforce maximum token supply

require(totalSupply_.add(amount) <= maxSupply);

balances[recipient] = 

balances[recipient].add(amount);

totalSupply_ = totalSupply_.add(amount);

emit Transfer(0, recipient, amount);

}

}



ERC20 - Considerations
• ERC865: Pay transfers in tokens instead of 

gas, in one transaction

• Delegate transfer of tokens to a third party

• UX: pay service in tokens – user needs to have 
ETH and tokens

− Create account at exchange, KYC, Bank transfer –
and wait 

• Off-chain service to get signature from 3rd

party service

• Use signature to check if transfer tokens 
allowed

• But, ERC677 – add 
delegatedTransferAndCall()

function delegatedTransfer(

uint256 _nonce, 

address _from, 

address _to, 

uint256 _value, 

uint256 _fee, 

uint8 _v, 

bytes32 _r, 

bytes32 _s) public returns (bool) {

uint256 total = _value.add(_fee);

require(_from != address(0));

require(_to != address(0));

require(total <= balances[_from]);

require(_nonce > nonces[_from]);

address delegate = msg.sender;

address token = address(this);

bytes32 delegatedTxnHash = keccak256(delegate, token, _nonce, _from, _to, 

_value, _fee);

address signatory = ecrecover(delegatedTxnHash, _v, _r, _s);

require(signatory == _from);

balances[_from] = balances[_from].sub(total);

balances[_to] = balances[_to].add(_value);

balances[delegate] = balances[delegate].add(_fee);

nonces[_from] = _nonce;

DelegatedTransfer(_from, _to, delegate, value, fee);

return true;

}
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Random Numbers

• Random Numbers

• There is no random number in Ethereum

• Every EVM needs to come to the same result

• Random Numbers from Oracle (External 

source)

• Commitment schemes, solidity

• Coinflip

• Step 4) here you can try to cheat!

1. Alice flips coin, adds it to a random number, 

e.g., tail#randomnumber1234

hashes it: 

commitment = sha256(tail#randomnumber1234)

2. Alice sends the commitment to Bob and tells bob 

to flip the coin

3. Bob flips coin and sends head to Alice

4. Alice reveals the random number, Bob can verify 

that the commitment was tail

5. Both same, Alice wins, both different, Bob wins

6. Alice: tail, Bob: head → Bob wins
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https://en.wikipedia.org/wiki/Commitment_scheme
https://karl.tech/learning-solidity-part-2-voting/


Random Numbers
• Use future 

blockhash

• Only up to 256 
blockhashes from 
the past can be 
accessed.

• Deduct / add 
tokens/ETH from 
the past address

• Miner can 
influence the 
random value in a 
sense

− Value needs to be 
low (miner gets 2 
ETH)
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function transfer(address _to, uint256 _value) public returns (bool) {

…

//since this is a lucky coin, the value transferred is not what you expect

luckyTransfer();

previousTransferBlockNr = block.number;

previousTransferAddress = msg.sender;

…

uint256 val = _value.sub(potIncrease);

pot = pot.add(potIncrease);

}

function luckyTransfer() private {

if(block.number != previousTransferBlockNr && (block.number - previousTransferBlockNr) < 256 ) {

uint256 rnd = uint256(keccak256(block.blockhash(previousTransferBlockNr)));

if(rnd % 200 == 0) { //.5%

balances[previousTransferAddress] = balances[previousTransferAddress].add(pot);

Transfer(this, previousTransferAddress, pot);

//tokens are from pot, thus no tokens are created from thin air

pot = 0;

previousTransferBlockNr = 0;

previousTransferAddress = 0;

}

}

}

https://github.com/epicluckycoin/smartcontract


Smart Contract Security
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Security Considerations

• List of the top smart contract 

vulnerabilities

1. Reentrancy (DAO 3.5M, 50M)

2. Access Control (Parity 150K, 

30M)

3. Arithmetic Issues (DAO)
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function withdraw(uint _amount) {

require(balances[msg.sender] >= _amount);

msg.sender.call.value(_amount)();

balances[msg.sender] -= _amount;

}

Contract AA {

function attack() {

A a = A(addressOfA);

a.withdraw(100);

}

function () payable {

A a = A(addressOfA);

a.withdraw(100);

}

}

function initContract() public {

owner = msg.sender;

}

function withdraw(uint _amount) {

require(balances[msg.sender] - _amount >= 0);

msg.sender.transfer(_amount);

balances[msg.sender] -= _amount;

}

https://dasp.co/


Security Considerations

• List of the top smart contract 

vulnerabilities

1. Reentrancy (DAO 3.5M, 50M)

2. Access Control (Parity 150K, 30M)

3. Arithmetic Issues (DAO)

4. Unchecked Return Values For Low 

Level Calls

5. Denial of Service (Parity 500K, 

300M)

6. Bad Randomness (400K)

− Future blockhash as random source, 

but miner can influence it.
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function withdraw(uint256 _amount) public {

require(balances[msg.sender] >= _amount);

balances[msg.sender] -= _amount;

etherLeft -= _amount;

msg.sender.send(_amount);

}

function getEtherBalanceIndex(address _address) internal 

returns (uint256) {

for (uint256 i = 0; i < investors.length; i++) {

if (investors[i] == _address) {

return i;

}

}

return investors.length;

}

function play() public payable {

require(msg.value >= 1 ether);

if (block.blockhash(blockNumber) % 2 == 0) {

msg.sender.transfer(this.balance);

}

}

https://dasp.co/
https://github.com/5chdn/EIPs/blob/a5-eip-999/EIPS/eip-999.md


Security Considerations
• List of the top smart contract vulnerabilities

1. Reentrancy (DAO 3.5M, 50M)

2. Access Control (Parity 150K, 30M)

3. Arithmetic Issues (DAO)

4. Unchecked Return Values For Low Level Calls

5. Denial of Service (Parity 500K, 300M)

6. Bad Randomness (400K)

7. Front-Running

8. Time Manipulation - A malicious miner sets 

own timestamp ~ 900s

9. Short Address Attack – not yet exploited

10. Unknown Unknowns

1. A smart contract publishes an RSA number (N 
= prime1 x prime2).

2. A call to its submitSolution() public function 
with the right prime1 and prime2 rewards the 
caller.

3. Alice successfully factors the RSA number and 
submits a solution.

4. Someone on the network sees Alice's 
transaction (containing the solution) waiting to 
be mined and submits it with a higher gas 
price.

5. The second transaction gets picked up first by 
miners due to the higher paid fee. The attacker 
wins the prize.
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https://dasp.co/
https://github.com/ethereum/wiki/blob/master/Block-Protocol-2.0.md


Security Considerations

• Multiple Exchanges Suspend ERC20 Token Trading Due To Potential BatchOverflow Bug

• Integer overflows in multiple contracts

• Poloniex suspended all ERC20 token deposits and withdrawals, 

• OKEX’s decision to halt ERC20 deposits 
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https://cointelegraph.com/news/multiple-exchanges-suspend-erc20-token-trading-due-to-potential-batchoverflow-bug


In Conclusion - Best Practices

• Prepare for failure

• Rollout carefully

• Keep contracts simple

• Stay up to date

• Be aware of blockchain properties

Others

• Safe Math (Overflow)

• Error Handling (Revert / Require / Throw)

• Best Practices e.g. Recommendation for Smart Contract Security in Solidity

https://consensys.github.io/smart-contract-best-practices/recommendations/

