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Payment Channel?
• Interview with Christian Decker
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Cross-chain Atomic Swaps?
• A Showcase of Cross-chain Atomic Swaps

• Either swap happens or becomes void
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Why Cross-chain Atomic Swaps
• Use case: I want to exchange my 1 BTC to 37 ETH

• Obvious approach: use a centralized exchange, such as Binance, Bitstamp, or Kraken
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Why Cross-chain Atomic Swaps
• There was also Mt.Gox and BTC-e

• You loose control over your funds
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Why Cross-chain Atomic Swaps

• Exchanges caught trading against their customers - to boost their numbers

6



Why Cross-chain Atomic Swaps

• With Atomic Swaps no trust in a centralized platform is needed
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Hashed Time-Locked Contracts

• Building Blocks of Cross-chain Atomic Swaps

• Cryptographic hashing: 

• one-way function - computationally efficient in one way, computationally highly expensive the other way

• deterministic – same input – same output

• collision resistant – highly expensive to find two inputs that hash to the same output

8 https://dsl.hsr.ch/lect/bl/hash.html

https://dsl.hsr.ch/lect/bl/hash.html


Hashed Time-Locked Contracts

• Building block for cross-chain atomic swaps and payment channels

• Hash lock: 

• store hashed secret – publicly stored in a smart contract

• unlock – only if secret is provided (publicly)
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function redeem(bytes32 contractId, bytes32 secret) external {

require(contracts[contractId].sender != address(0), "contract needs to exist");

//encodePacked -> unpadded encoding

require(contracts[contractId].hashedSecret == sha256(abi.encodePacked(secret)),"hashlock hash does not match");

...

c.receiver.transfer(amountMinusFee);

stored provided



Hashed Time-Locked Contracts
• Building block for cross-chain atomic swaps and payment channels

• Hash time lock: 

• store hashed secret – publicly stored in a smart contract

• unlock – only if secret is provided (publicly) before timeout

Or

• unlock – after timeout
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function recover(bytes32 contractId) external {  

...  

require(contracts[contractId].lockTime <= now, "refundable: timelock not yet passed");  

...  

c.sender.transfer(c.amount);



Hashed Time-Locked Contracts
• Building block for cross-chain atomic swaps and payment ch.

• Hash time lock: 

• store hashed secret – publicly stored in a smart contract

• unlock – only if secret is provided (publicly) before timeout

Or

• unlock – after timeout
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Hashed Time-Locked Contracts

• Now we are ready to do an atomic swap with Alice and Bob

• 1 BTC for 37 ETH
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Atomic Swaps
• Now we are ready to do an atomic swap with Alice and Bob with HTLC

• Alice (initiator) creates “secret”, shares with Bob, hash(secret)

• Bob now knows hash(secret)

Blockchain BTC

Blockchain ETH
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Atomic Swaps - Alice needs to reveal secret to redeem 1 BTC
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Atomic Swaps - Bob goes offline (worst case)
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Direct Payment Channel with 2-of-2 Multisig Contracts

• Now we are ready to open a payment channel between Alice and Bob

• 1 BTC each

• 2-of-2 multisig
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Direct Payment Channel with 2-of-2 Multisig Contracts
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Other View on Direct Payment Channels

https://academy.horizen.io/technology/expert/state-and-payment-channels/

https://academy.horizen.io/technology/expert/state-and-payment-channels/


Indirect Payment Channel with HTLC

• Now we are ready to open a payment channel between Alice and Bob and Charlie

• 1 BTC lockup, Alice – Bob, Bob – Charlie

• Alice wants to send 0.5 BTC to Charlie (no direct channel)
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Atomic Swaps - Alice needs to reveal secret to redeem 1 BTC

Bitcoin 

Blockchain

0.5
0.6



29 November 2020Advanced Distributed Systems & Blockchain21

Other View on Indirect Payment Channels

https://medium.com/softblocks/lightning-network-in-depth-

part-2-htlc-and-payment-routing-db46aea445a8

http://site.ieee.org/icbc-2019/files/2019/05/ICBC-2019-

Tutorial-3-Lightning-Network-Protocol.pdf

https://medium.com/softblocks/lightning-network-in-depth-part-2-htlc-and-payment-routing-db46aea445a8
http://site.ieee.org/icbc-2019/files/2019/05/ICBC-2019-Tutorial-3-Lightning-Network-Protocol.pdf

